Cisco 10S Scripting with Tcl

The Cisco |10S Scripting with Tcl feature provides the ability to run Tool Command Language (Tcl)
version 8.3.4 commands from the Cisco 10S command-line interface (CL1).

Feature History for Cisco I0S Scripting with Tcl

Release Modification

12.3(2)T This feature was introduced.

12.3(7)T Support was added for accessing SNMP MIB objects using Tcl.
12.2(25)S This feature was integrated into Cisco 10S Release 12.2(25)S.
12.2(33)SXH This feature was integrated into Cisco |OS Release 12.2(33)SXH.
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Prerequisites for Cisco 10S Scripting with Tcl

» Familiarity with Tcl programming and Cisco |0S commands is assumed.
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M Restrictions for Cisco 10S Scripting with Tcl

- Tcl commands can be executed from the Tcl configuration mode using the Cisco IOS CLI. Tcl
configuration mode, like global configuration mode, is accessed from privileged EXEC mode.
Access to privileged EXEC mode should be managed by restricting access using the enable
command password.

Restrictions for Cisco 10S Scripting with Tcl

« If Cisco IOS configuration commands are used within the Tcl scripts, submode commands must be
entered as quoted arguments on the same line as the configuration command.

» Error messages are provided, but you must check that the Tcl script will run successfully because
errors may cause the Tcl shell to run in an infinite loop.

A

Caution  Theuse of Tcl server sockets to listen to telnet and FTP ports (23 and 21 respectively) will preempt the
normal handling of these portsin Cisco |0S software.

» Table 1 lists Tcl commands and library calls that do not behave within Cisco |OS software as
documented in standard Tcl documents.

Table 1 Tcl Command Options That Behave Differently in Cisco |I0S Software

Command Keyword Argument |Supported |Comments

after ms script Partially ~ |When the CLI tclsh command is used,
thereisno event loop implemented unless
Embedded Syslog Manager (ESM) is
active on the same router. Commands
entered using the after Tcl command will
not run unless forced using the update
command. Sleep mode (the after
command) works only with the ms

keyword.

file -time atime No The optional -time keyword to set thefile
accesstimeisnot supported in Cisco 10S
software.

file -time mtime No The optional -time keyword to set thefile

modification time is not supported in
Cisco 10S software.

fileevent Partially When the CL1 tclsh command is used,
thereisno event loop implemented unless
Embedded Syslog Manager (ESM) is
active on the same router. Commands
entered using the fileevent Tcl command
will not run unless forced using the
update command.

Cisco I0S Release 12.3(2)T, 12.3(7)T, 12.2(25)S
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Information About Cisco 10S Scripting with Tcl

Table 1 Tcl Command Options That Behave Differently in Cisco I0S Software (continued)

Command Keyword Argument |Supported |Comments

history 'n Partially The !'n shortcut does not work in
Cisco 10S software. Use the history Tcl
command with the redo n keyword.

load No When the CLI load command is used, an
error message stating “dynamic loading
not available on this system” isdisplayed.

Information About Cisco 10S Scripting with Tcl

To create and use Tcl scripts within Cisco |OS software, you should understand the following concepts:
e Tcl Shell for Cisco IOS Software, page 3
e Tcl Precompiler, page 3
« SNMP MIB Object Access, page 4

Tcl Shell for Cisco I0S Software

The Cisco |0S Tcl shell was designed to allow customers to run Tcl commands directly from the
Cisco 10S CLI prompt. Cisco |OS software does contain some subsystems such as Embedded Syslog
Manager (ESM) and Interactive Voice Response (1VR) that use Tcl interpreters as part of their
implementation. These subsystems have their own proprietary commands and keyword options that are
not available in the Tcl shell.

Several methods have been devel oped for creating and running Tcl scripts within Cisco 10S software. A
Tcl shell can be enabled, and Tcl commands can be entered line by line. After Tcl commands are entered,
they are sent to a Tcl interpreter. If the commands are recognized as valid Tcl commands, the commands
are executed and the results are sent to the tty. If acommand is not arecognized Tcl command, it is sent
to the Cisco 10S CLI parser. If the command is not a Tcl or Cisco |OS command, two error messages
are displayed. A predefined Tcl script can be created outside of Cisco | OS software, transferred to flash
or disk memory, and run within Cisco |OS software. It is also possible to create a Tcl script and
precompile the code before running it under Cisco 10S software.

Multiple users on the same router can bein Tcl configuration mode at the same time without interference
because each Tcl shell session launches a separate interpreter and Tcl server process. The tty interface
number served by each Tcl processisrepresented in the server process name and can be displayed using
the show process CLI command.

The Tcl shell can be used to run Cisco I0S CLI EXEC commands withinaTcl script. Using the Tcl shell
to run CLI commands allows customers to build menus to guide novice users through tasks, to automate
repetitive tasks, and to create custom output for show commands.

Tcl Precompiler

The Cisco 10S Tcl implementation offers support for loading scripts that have been precompiled by the
TclPro precompiler. Precompiled scripts allow a measure of security and consistency because they are
obfuscated.

Cisco I0S Release 12.3(2)T, 12.3(7)T, 12.2(25)S
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M How to Configure Cisco 10S Scripting with Tcl

SNMP MIB Object Access

Designed to make access to Simple Network Management Protocol (SNMP) MIB objects easier, a set of
UNIX-like SNMP commands has been created. The Tcl shell is enabled either manually or by using a
Tcl script, and the new commands can be entered to allow you to perform specified get and set actions
on MIB objects. To increase usability, the new commands have hames similar to those used for UNIX
SNMP access.

How to Configure Cisco I0S Scripting with Tcl

This section contains the following tasks:
» Enabling the Tcl Shell and Using the CLI to Enter Commands, page 4 (required)
» Using the Tcl Shell to Access SNMP MIB Objects, page 7 (optional)
» Running Predefined Tcl Scripts, page 11 (optional)

Enabling the Tcl Shell and Using the CLI to Enter Commands

Perform this task to enable the interactive Tcl shell and to enter Tcl commands line by line through the
Cisco |OS CLI prompt. Optional steps include specifying a default location for encoding files and
specifying an initialization script.

Custom Extensions in the Tcl Shell

The Cisco |0S implementation of the Tcl shell contains some custom command extensions. These
extensions operate only under Tcl configuration mode. Table 2 displays these command extensions.

Table 2 Cisco 10S Custom Tcl Command Extensions

Command Description

ios_config Runs a Cisco 10S CLI configuration command.

log_user Toggles Tcl command output under Tcl configuration mode.

typeahead Writes text to the router standard input (stdin) buffer file.
SUMMARY STEPS

1. enable

2. configure terminal

3. scripting tcl encdir location-url

4, scripting tcl init init-url

5. exit

6. tclsh

7. Enter the required Tcl command language syntax.

8. ios_config“cmd” “cmd-option”

Cisco I0S Release 12.3(2)T, 12.3(7)T, 12.2(25)S
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9. exec “exec-cmd”
10. exit

DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

How to Configure Cisco 10S Scripting with Tcl Il

Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.

Enter your password if prompted.

configure terminal

Example:
Router# configure terminal

(Optional) Enters global configuration mode.

Perform Step 2 through Step 5 if you are using
encoding files, an initialization script, or both.

scripting tcl encdir location-url

Example:
Router (config)# scripting tcl encdir
tftp://10.18.117.23/enctcl/

(Optional) Specifies the default location of external
encoding files used by the Tcl encoding command.

scripting tcl init init-url

Example:

Router (config)# scripting tcl init
ftp://user:password@l72.17.40.3/tclscript/initf
iles3.tcl

(Optional) Specifies an initialization script to run when the
Tcl shell is enabled.

exit

Example:
Router (config) # exit

(Optional) Exits global configuration mode and returns to
privileged EXEC mode.

tclsh

Example:
Router# tclsh

Enables the interactive Tcl shell and enters Tcl
configuration mode.

Enter the required Tcl command language syntax.

Example:
Router (tcl)# proc get bri {}

Commands entered in Tcl configuration mode are sent first
to the interactive Tcl interpreter. If the command is not a
valid Tcl command, it is then sent to the CLI parser.

Cisco 10S Release 12.3(2)T, 12.3(7)T, 12.2(25)S g
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M How to Configure Cisco 10S Scripting with Tcl

Command or Action

Purpose

Step 8

ios config “cmd” “cmd-option”

Example:
Router (tcl)# ios config “interface Ethernet
2/0"” “no keepalive”

(Optional) Modifies the router configuration using a Tcl
script by specifying the Tcl command ios_config with CLI
commands and options. All arguments and submode
commands must be entered on the same line as the CLI
configuration command.

« Inthisexample, thefirst argument in quotes configures
an Ethernet interface and entersinterface configuration
mode. The second argument in quotes sets the
keepalive option. If these two CLI statements were
entered on separate Tcl command lines, the
configuration would not work.

exec “exec-cmd”

Step 9

Example:
Router (tcl)# exec “show interfaces”

(Optional) Executes Cisco |OS CLI EXEC mode commands
from aTcl script by specifying the Tcl command exec with
the CLI commands.

« Inthis example, interface information for the router is
displayed.

Step10 exit

Example:
Router (tcl)# exit

Exits Tcl configuration mode and returns to privileged
EXEC mode.

Examples

The following sample partial output shows information about Ethernet interface 0 on the router. The
show inter faces command has been executed from Tcl configuration mode.

Router# tclsh

Router (tcl)# exec “show interfaces”

Ethernet 0 is up, line protocol is up

Hardware is MCI Ethernet, address is 0000.0c00.750c (bia 0000.0c00.750c)

Internet address is 10.108.28.8,

subnet mask is 255.255.255.0

MTU 1500 bytes, BW 10000 Kbit, DLY 100000 usec, rely 255/255, load 1/255
Encapsulation ARPA, loopback not set, keepalive set (10 sec)

ARP type: ARPA, ARP Timeout 4:00:00
Last input 0:00:00, output 0:00:00,

output hang never

Last clearing of "show interface" counters 0:00:00
Output queue 0/40, 0 drops; input queue 0/75, 0 drops

Five minute input rate 0 bits/sec,

0 packets/sec

Five minute output rate 2000 bits/sec, 4 packets/sec
1127576 packets input, 447251251 bytes, 0 no buffer
Received 354125 broadcasts, 0 runts, 0 giants, 57186* throttles

0 input errors, 0 CRC, 0 frame,

0 overrun, 0 ignored, 0 abort

5332142 packets output, 496316039 bytes, 0 underruns

0 output errors, 432 collisions,

Troubleshooting Tips

0 interface resets, 0 restarts

Use the Tcl puts command in aTcl script to trace command execution.

i Cisco I0S Release 12.3(2)T, 12.3(7)T, 12.2(25)S
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How to Configure Cisco 10S Scripting with Tcl Il

Using the Tcl Shell to Access SNMP MIB Objects

Perform this optional task to enable the interactive Tcl shell and enter Tcl commandsto perform actions
on MIB objects.

SNMP MIB Custom Extensions in the Tcl Shell
The Cisco |0S implementation of the Tcl shell contains some custom command extensions for SNMP
MIB object access. These extensions operate only under Tcl configuration mode. Table 3 displays these
command extensions.

Table 3 Cisco I0S Custom Tcl Command Extensions for SNMP MIB Access

Command Description

snmp_getbulk Retrieves a large section of a MIB table. This command is similar to the
SNMP getbulk command. The syntax isin the following format:

snmp_getbulk community-string non-repeaters max-repetitions oid [oid2
0id3...]

» Usethe community-string argument to specify the SNMP community
from which the objects will be retrieved.

» Usethe non-repeaters argument to specify the number of objects that
can be retrieved with a get-next operation.

» Usethe max-repetitions argument to specify the maximum number of
get-next operations to attempt while trying to retrieve the remaining
objects.

- Usethe oid argument to specify the object 1D(s) to retrieve.

snmp_getid Retrieves the following variables from the SNMP entity on the router:
» sysDescr.0

» sysObjectlD.0

» sysUpTime.0

« sysContact.0

e sysName.O

« syslLocation.0

This command is similar to the SNMP getid command. The syntax isin
the following format:

snmp_getid community-string

snmp_getnext Retrieves a set of individual variablesfrom the SNMP entity on the router.
This command is similar to the SNMP getnext command. The syntax isin
the following format:

snmp_getnext community-string oid [0id2 0id3...]

Cisco I0S Release 12.3(2)T, 12.3(7)T, 12.2(25)S
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M How to Configure Cisco 10S Scripting with Tcl

Table 3 Cisco I0S Custom Tcl Command Extensions for SNMP MIB Access (continued)

Command

Description

snmp_getone

Retrieves aset of individual variables from the SNMP entity on the router.
This command is similar to the SNMP getone command. The syntax isin
the following format:

snmp_getone community-string oid [0id2 0id3...]

snmp_setany

Retrieves the current values of the specified variables and then performs a
set request on the variables. Thiscommand is similar to the SNMP setany
command. The syntax isin the following format:

snmp_setany community-string oid type val [0id2 type2 val2...]

» Usethe type argument to specify the type of object to retrieve. The
type can be one of the following:

— -i—Integer. A 32-bit number used to specify a numbered type
within the context of a managed object. For example, to set the
operational status of arouter interface, 1 represents up and 2
represents down.

— -u—Unsigned32. A 32-bit number used to represent decimal
values in the range from 0 to 2*2— 1 inclusive.

— -c—Counter32. A 32-bit number with a minimum value of 0 and
amaximum value of 232 — 1. When the maximum valueisreached,
the counter resets to 0 and starts again.

— -g—Gauge. A 32-bit number with a minimum value of 0 and a
maximum value of 2%2 — 1. The number can increase or decrease
at will. For example, the interface speed on a router is measured
using a gauge object type.

— -0—Octet string. An octet string—in hex notation—used to
represent physical addresses.

— -d—Display string. An octet string—in text notation—used to
represent text strings.

— -ipv4—IP version 4 address.
— -0id—Object ID.

« Usethe val argument to specify the value of object ID(s) to retrieve.

Prerequisites

The SNMP community configuration must exist in the running configuration of the router.

SUMMARY STEPS

enable

A A o

exit

configure terminal

scripting tcl encdir location-url
scripting tcl init init-url

i Cisco I0S Release 12.3(2)T, 12.3(7)T, 12.2(25)S



| Cisco I0S Scripting with Tcl

tclsh

© © N o

snmp_getid community-string

How to Configure Cisco 10S Scripting with Tcl Il

Enter any required Tcl command language syntax.

snmp_getbulk community-string non-repeaters max-repetitions oid [0id2 0id3...]

10. snmp_getnext community-string oid [0id2 0id3...]

11. snmp_getone community-string oid [0id2 0id3...]

12. snmp_setany community-string oid type val [0id2 type2 val2...]

13. exit

DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.
» Enter your password if prompted.

configure terminal

Example:
Router# configure terminal

(Optional) Enters global configuration mode.
« Perform Step 2 through Step 5 Perform Step 2 through
Step 5 if you are using encoding files, an initialization
script, or both.

scripting tecl encdir location-url

Example:
Router (config)# scripting tcl encdir
tftp://10.18.117.23/enctcl/

(Optional) Specifies the default location of external
encoding files used by the Tcl encoding command.

scripting tel init init-url

Example:

Router (config)# scripting tcl init
ftp://user:password@l72.17.40.3/tclscript/initf
iles3.tcl

(Optional) Specifies an initialization script to run when the
Tcl shell is enabled.

exit

Example:
Router (config) # exit

(Optional) Exits global configuration mode and returns to
privileged EXEC mode.

tclsh

Example:
Router# tclsh

Enables the interactive Tcl shell and enters Tcl
configuration mode.

Enter the required Tcl command language syntax.

Example:
Router (tcl)# proc get bri {}

Commands entered in Tcl configuration mode are sent first
to the interactive Tcl interpreter. If the command is not a
valid Tcl command, it is sent to the CLI parser.

Cisco 10S Release 12.3(2)T, 12.3(7)T, 12.2(25)S g
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Command or Action

Purpose

Step 8 snmp getbulk community-string non-repeaters
max-repetitions oid [oid2 oid3...]

Example:
Router (tcl)# snmp_getbulk public 1 3
1.3.6.1.2.1.1.1 1.3.6.1.2.1.10.18.8.1.1

(Optional) Retrieves alarge section of a MIB table.

« Use the community-string argument to specify the
SNMP community from which the objects will be
retrieved.

» Use the non-repeaters argument to specify the number
of objects that can be retrieved with a get-next
operation.

» Use the max-repetitions argument to specify the
maximum number of get-next operations to attempt
while trying to retrieve the remaining objects.

« Usethe oid argument to specify the object 1D(s) to
retrieve.

Step 9 snmp getid community-string

Example:
Router (tcl)# snmp getid private

(Optional) Retrieves the following variables from the
SNMP entity on the router: sysDesrc.0, sysObjectID.0,
sysUpTime.0, sysContact.0, sysName.0, and sysL ocation.O.

« Use the community-string argument to specify the
SNMP community from which the objects will be
retrieved.

Step 10 snmp_getnext community-string oid [oid2
0id3...]

Example:
Router (tcl)# snmp_getnext public
1.3.6.1.2.1.1.1.0 1.3.6.1.2.1.1.2.0

(Optional) Retrieves a set of individual variables from a
MIB table.

« Use the community-string argument to specify the
SNMP community from which the objects will be
retrieved.

« Usethe oid argument to specify the object 1D(s) to
retrieve.

Step1l snmp getone community-string oid [oid2 oid3...]

Example:
Router (tcl)# snmp_getone public
1.3.6.1.2.1.1.1.0 1.3.6.1.2.1.1.2.0

(Optional) Retrieves a set of individual variables from a
MIB table.

« Use the community-string argument to specify the
SNMP community from which the objects will be
retrieved.

« Usethe oid argument to specify the object 1D(s) to
retrieve.

i Cisco I0S Release 12.3(2)T, 12.3(7)T, 12.2(25)S
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Command or Action Purpose
Step12 snmp_setany community-string oid type val [oid2 |(Optional) Retrieves current values of specified variables
typez valz...] from aMIB table and then performs a set request on the
variables.
Example: « Use the community-string argument to specify the
Router (tcl)# snmp_setany private SNM P community from which the values of objects

1.3.6.1.2.1.1.5.0 -d TCL-SNMP_TEST will be retrieved and then set.

» Usethe oid argument to specify the object 1D(s) to
retrieve and set.

» Use the type argument to specify the type of object to
retrieve and set.

» Usethe val argument to specify the value of the object
to be retrieved and then set.

Step 13 exit Exits Tcl configuration mode and returns to privileged
EXEC mode.

Example:
Router (tcl)# exit

Troubleshooting Tips

Use the Tcl puts command in aTcl script to trace command execution.

Running Predefined Tcl Scripts

Perform this optional task to run a predefined Tcl script in Cisco 10S software.

Prerequisites

Before performing this task, you must create a Tcl script that can run on Cisco |OS software. The Tcl
script may be transferred to internal flash memory using any file system that the Cisco 10S file system
(IFS) supports, including TFTPR, FTP, and rcp. The Tcl script may al so be sourced from aremote location.

SUMMARY STEPS

enable
tclsh
Enter the Tcl source command with the filename and path.

Eal A

exit

Cisco I0S Release 12.3(2)T, 12.3(7)T, 12.2(25)S
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DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.

« Enter your password if prompted.

tclsh

Example:
Router# tclsh

Enables the interactive Tcl shell and enters Tcl
configuration mode.

Enter the Tcl source command with the filename and
path.

Example:
Router (tcl)# source slotO:test.tcl

Commands entered in Tcl configuration mode are sent first
to the interactive Tcl interpreter. If the command is not a
valid Tcl command, it is then sent to the CLI parser.

exit

Example:
Router (tcl)# exit

Exits Tcl configuration mode and returns to privileged
EXEC mode.

Configuration Examples for Cisco 10S Scripting with Tcl

This section contains the following configuration examples:

e Tcl Script Using the show interfaces Command: Example, page 12

e Tcl Script for SMTP Support: Example, page 13
» Tcl Script for SNMP MIB Access: Examples, page 15

Tcl Script Using the show interfaces Command: Example

Using the Tcl regular expression engine, scripts can filter specific information from show commands and
present it in a custom format. The following is an example of filtering the show interfaces command
output and creating a comma-separated list of BRI interfaces on the router:

tclsh
proc get bri {} {
set check "

set int out [exec "show interfaces"]
foreach int [regexp -all -line -inline " (®BRI\[0-9]/\[0-9])" $int out] {
if {![string equal $check $int]} ({
if {[info exists bri out]} {
append bri _out "," $int

} else {
set bri out $int
}

set check $int

i Cisco I0S Release 12.3(2)T, 12.3(7)T, 12.2(25)S
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return $bri_out

Tcl Script for SMTP Support: Example

The following Tcl script is useful for sending e-mail messages from a router.
## Place required comments here!!!
package provide sendmail 2.0

# Sendmail procedure for Support

namespace eval ::sendmail

namespace export initialize configure sendmessage sendfile
array set ::sendmail::sendmail {
smtphost mailhub

from nn
friendly nn

}

proc configure {} {}
proc initialize {smtphost from friendly} {
variable sendmail

if {[string length $smtphost]} then {
set sendmail (smtphost) $smtphost
}

if {[string length $from]} then {
set sendmail (from) S$from
1

if {[string length $friendly]} then {
set sendmail (friendly) s$friendly
}

}
proc sendmessage {toList subject body {tcl trace 0}} {
variable sendmail
set smtphost $sendmail (smtphost)
set from $sendmail (from)
set friendly $sendmail (friendly)
if {Strace} then {

puts stdout "Connecting to $smtphost:25"

set sockid [socket $smtphost 25]

## DEBUG
set status [catch {

puts S$sockid "HELO $smtphost"
flush $sockid
set result [gets $sockid]

Cisco 10S Release 12.3(2)T, 12.3(7)T, 12.2(25)S g
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if {Strace} then {
puts stdout "HELO $smtphost\n\tS$result"
1

puts $sockid "MAIL From:<S$Sfroms"
flush $sockid
set result [gets S$sockid]

if {Strace} then {
puts stdout "MAIL From:<$from>\n\tS$result"
}

foreach to S$toList ({
puts $sockid "RCPT To:<S$to>"
flush $sockid

set result [gets S$sockid]
if {Strace} then {

puts stdout "RCPT To:<$to>\n\tSresult"
!

puts $sockid "DATA "
flush $sockid
set result [gets $sockid]

if {Strace} then {
puts stdout "DATA \n\t$result"
1

puts $sockid "From: S$friendly <$Sfroms"
foreach to S$toList ({

puts S$sockid "To:<Sto>"
1

puts Ssockid "Subject: Ssubject"
puts $sockid "\n"

foreach line [split $body "\n"] {
puts S$sockid " $line"

puts S$sockid ".n"

puts $sockid "QUIT"
flush $sockid

set result [gets $sockid]

if {Strace} then {
puts stdout "QUIT\n\tSresult"
1

} result]
catch {close $sockid }

if {$status} then {
return -code error Sresult

}

return

}

proc sendfile {toList filename subject {tcl trace 0}} ({
set fd [open $filename r]

sendmessage S$toList S$Ssubject [read $£fd]l Strace

Cisco 10S Release 12.3(2)T, 12.3(7)T, 12.2(25)S
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return

Tcl Script for SNMP MIB Access: Examples

Using the Tcl shell, Tcl commands can perform actions on MIBs. The following example shows how to
set up the community access strings to permit access to SNMP. Public access is read-only, but private
accessisread-write. The following example shows how to retrieve alarge section of atable at once using
the snmp_getbulk Tcl command extension.

Two arguments, non-repeaters and max-repetitions, must be set when an snmp_getbulk command is
issued. The non-repeaters argument specifies that the first N objects are to be retrieved with asimple
snmp_getnext operation. The max-repetitions argument specifies that up to M snmp_getnext
operations are to be attempted to retrieve the remaining objects.

Inthisexample, three bindings—sysUpTime (1.3.6.1.2.1.1.2.0), ifDescr (1.3.6.1.2.1.2.2.1.2), and if Type
(1.3.6.1.2.1.2.2.1.3)—are used. The total number of variable bindings requested is given by the formula
N + (M * R), where N is the number of non-repeaters (in this example 1), M is the max-repetitions (in
this example 5), and R is the number of request objects (in this case 2, ifDescr and if Type). Using the
formula, 1 + (5* 2) equals 11; and thisis the total number of variable bindings that can be retrieved by
this snmp_getbulk request command.

Sample results for the individual variables include a retrieved value of sysUpTime.0 being 1336090,
where the unit isin milliseconds. The retrieved value of ifDescr.1 (the first interface description) is
FastEthernet0/0, and the retrieved value of ifType.1 (the first interface type) is 6, which corresponds to
the ethernetCsmacd type.

snmp-server community public RO
snmp-server community private RW
tclsh
snmp_getbulk public 1 5 1.3.6.1.2.1.1.2.0 1.3.6.1.2.1.2.2.1.2 1.3.6.1.2.1.2.2.1.3
{<obj oid='sysUpTime.0' val='1336090'/>}
<obj oid='ifDescr.l' val='FastEthernet0/0'/>}
<obj oid='ifType.l' val='6'/>}
<obj oid='ifDescr.2' val='FastEthernetl/0'/>}
<obj oid='ifType.2' val='6'/>}
<obj oid='ifDescr.3' val='Ethernet2/0'/>}
<obj oid='ifType.3' val='6'/>}
<obj oid='ifDescr.4' val='Ethernet2/1'/>}
<obj oid='ifType.4' val='6'/>}
<obj oid='ifDescr.5' val='Ethernet2/2'/>}
<obj oid='ifType.5' val='6'/>}

The following example shows how to retrieve the sysDescr.0, sysObjectID.0, sysUpTime.0,
sysContact.0, sysName.0, and sysL ocation.0 variables—in this example shown as system.1.0,
system.2.0, system.3.0, system.4.0, system.5.0, and system.6.0—from the SNMP entity on the router
using the snmp_getid Tcl command extension.

tclsh

snmp_getid public

{<obj oid='system.1.0' val='Cisco Internetwork Operating System Software

Cisco IOS(tm) 7200 Software (C7200-IK9S-M), Experimental Version 12.3(20030507:225511)
[geotpi2itdl 124]

Copyright (c) 1986-2003 by Cisco Systems, Inc.

Compiled Wed 21-May-03 16:16 by engineer'/>}

{<obj oid='system.2.0' val='products.223'/>}

{<obj oid='sysUpTime.0' val='6664317'/>}
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{<obj oid='system.4.0' val='1-800-553-2447 - phone the TAC'/>}
{<obj oid='system.5.0' val='c7200.myCompany.com'/>}
{<obj oid='system.6.0' val='Bldg 24, San Jose, CA'/>}

The following example shows how to retrieve a set of individual variables from the SNMP entity on the
router using the snmp_getnext Tcl command extension:

snmp_getnext public 1.3.6.1.2.1.1.1.0 1.3.6.1.2.1.1.2.0
{<obj oid='system.2.0' val='products.223'/>}
{<obj oid='sysUpTime.0' val='6683320"'/>}

The following example shows how to retrieve a set of individual variables from the SNMP entity on the
router using the snmp_getone Tcl command extension:

snmp_getone public 1.3.6.1.2.1.1.1.0 1.3.6.1.2.1.1.2.0

{<obj oid='system.1.0' val='Cisco Internetwork Operating System Software

Cisco IOS(tm) 7200 Software (C7200-IK9S-M), Experimental Version 12.3(20030507:225511)
[geotpi2itdl 124]

Copyright (c) 1986-2003 by Cisco Systems, Inc.

Compiled Wed 21-May-03 16:16 by engineer'/>}

{<obj oid='system.2.0' val='products.223'/>}

The following example shows how to change something in the configuration of the router using the
snmp_setany Tcl command extension. In this example, the hostname of the router is changed to
TCLSNMP-HOST.

tclsh
snmp_setany private 1.3.6.1.2.1.1.5.0 -d TCLSNMP-HOST
{<obj oid='system.5.0' val='TCLSNMP-HOST'/>}

Additional References

The following sections provide additional information related to the Cisco 10S Scripting with Tcl
feature.

Related Documents

Related Topic

Document Title

Embedded Syslog Manager Embedded Syslog Manager feature document, Release 12.3(2)T

Command references for Cisco |OS Release 12.2 Cisco |OS Command References, Release 12.2

Command references for Cisco |OS Release 12.3 T Cisco |OS Command References, Release 12.3 T

Standards

Standards

Title

No new or modified standards are supported by this | —

feature, and support for existing standards has not been
modified by this feature.

Cisco I0S Release 12.3(2)T, 12.3(7)T, 12.2(25)S
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MIBs

Command Reference

MIBs

MIBs Link

No new or modified MIBs are supported by this
feature, and support for existing M1Bs has not been
modified by this feature.

To locate and download MIBs for selected platforms, Cisco 10S
releases, and feature sets, use Cisco MIB Locator found at the
following URL:

http://www.cisco.com/go/mibs

RFCs

RFCs

Title

No new or modified RFCs are supported by this
feature, and support for existing RFCs has not been
modified by this feature.

Technical Assistance

Description

Link

Technical Assistance Center (TAC) home page,
containing 30,000 pages of searchable technical
content, including links to products, technologies,
solutions, technical tips, and tools. Registered
Cisco.com users can log in from this page to access
even more content.

http://www.cisco.com/public/support/tac/home.shtml

Command Reference

This section documents new commands.

- scripting tcl encdir
e scripting tcl init
- tclsh
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scripting tcl encdir

To specify the default location of external encoding files used by the Tool Command Language (Tcl)
shell, use the scripting tcl encdir command in global configuration mode. To remove the default
location, use the no form of this command.

scripting tcl encdir location-url

no scripting tcl encdir

Syntax Description location-url URL used to access external encoding files used by the Tcl shell.
Defaults Tcl does not use external encoding files.
Command Modes Global configuration
Command History Release Modification
12.3(2)T This command was introduced.
12.2(25)S This command was integrated into Cisco 10S Release 12.2(25)S.

Usage Guidelines Character stringsin Tcl are encoded using 16-bit Unicode characters. Different operating system
interfaces or applications can generate character strings using other encoding methods. Usethe scripting
tcl encdir command to configure alocation URL for the external Tcl character encoding filesto support
the Tcl encoding command.

Tcl contains only afew character sets within the Tcl shell. Additional characters sets are loaded, as
needed, from external files.

Examples The following example shows how to specify a default location for external encoding filesto be used by
the Tcl shell:

Router# config terminal
Router (config)# scripting tcl encdir tftp://10.18.117.23/file2/

Related Commands Command Description
scripting tcl init Specifies an initialization script for the Tcl shell.
tclsh Enables the Tcl shell and enters Tcl configuration mode.

Cisco I0S Release 12.3(2)T, 12.3(7)T, 12.2(25)S
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scripting tcl init
To specify an initialization script for the Tool Command Language (Tcl) shell, use the scripting tcl init
command in global configuration mode. To remove the initialization script, use the no form of this
command.

scripting tcl init init-url

no scripting tcl init

Syntax Description init-url URL used to access the initialization script to be used by the Tcl shell.
Defaults Tcl does not run an initialization script.
Command Modes Global configuration
Command History Release Modification
12.3(2)T This command was introduced.
12.2(25)S This command was integrated into Cisco 10S Release 12.2(25)S.

Usage Guidelines Usethe scripting tcl init command when you want to predefine Tcl proceduresto runinaninitialization
script. The initialization script runs when the Tcl shell is enabled and saves manual sourcing of the
individual scripts.

Examples The following example shows how to specify an initialization script to run when the Tcl shell is enabled:

Router# config terminal
Router (config)# scripting tcl init ftp://user:password@172.17.40.3/tclscript/initfile3.tcl

Related Commands ~ Command Description
scripting tcl encdir Specifiesthe default location of external encoding files used by the Tcl shell.
tclsh Enables the Tcl shell and enters Tcl configuration mode.

Cisco I0S Release 12.3(2)T, 12.3(7)T, 12.2(25)S
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tclsh

To enable the interactive Tool Command Language (Tcl) shell and to enter Tcl configuration mode, use
the tclsh command in privileged EXEC mode.

tclsh

Syntax Description ~ This command has no arguments or keywords.

Defaults The Tcl shell is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.3(2)T This command was introduced.
12.2(25)S This command was integrated into Cisco 10S Release 12.2(25)S.

Usage Guidelines Use the tclsh command when you want to run Tcl commands from the Cisco 10S command-line
interface (CLI). When the interactive Tcl shell is enabled and Tcl configuration mode is entered, Tcl
commands can be entered line by line or a predefined Tcl script can be run. After Tcl commands are
entered, they are sent to a Tcl interpreter. If the commands are recognized as valid Tcl commands, the
commands are executed and the results are sent to the tty. If a command is not arecognized Tcl
command, it is sent to the Cisco 10S CLI parser. If the command is not a Tcl or Cisco |0S command,
two error messages are displayed.

A predefined Tcl script can be created outside of Cisco 10S software, transferred to flash or disk
memory, and run within Cisco 10S software. It is also possible to create a Tcl script and precompile the
code before running it under Cisco 10S software.

Usethe Cisco |0S CLI exit command or the Tcl tclquit command to disable the use of the Tcl shell and
return to privileged EXEC mode.

Examples The following example shows how to enable the interactive Tcl shell:

Router# tclsh
Router (tcl) #

Cisco I0S Release 12.3(2)T, 12.3(7)T, 12.2(25)S
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Related Commands

Command

Description

exit

Exits from the current configuration mode to the next highest
configuration mode.

scripting tcl encdir

Specifies the default location of external encoding files used by the Tcl
shell.

scripting tcl init

Specifies an initialization script for the Tcl shell.
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Glossary

ESM —Embedded Syslog Manager.

I VR—Interactive Voice Response.

M| B—Management Information Base.

SNM P—Simple Network Management Protocol.
Tcl—Tool Command Language.

Note  See Internetworking Terms and Acronyms for terms not included in this glossary.

CCVP, the Cisco logo, and Welcome to the Human Network are trademarks of Cisco Systems, Inc.; Changing the Way We Work, Live, Play, and Learn is
a service mark of Cisco Systems, Inc.; and Access Registrar, Aironet, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, Cisco, the Cisco
Certified Internetwork Expert logo, Cisco I0S, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity,
Enterprise/Solver, EtherChannel, EtherFast, EtherSwitch, Fast Step, Follow Me Browsing, FormShare, GigaDrive, HomeLink, Internet Quotient, 10S,
iPhone, IP/TV, iQ Expertise, the iQ logo, iQ Net Readiness Scorecard, iQuick Study, LightStream, Linksys, MeetingPlace, MGX, Networkers,
Networking Academy, Network Registrar, PIX, ProConnect, ScriptShare, SMARTnet, StackWise, The Fastest Way to Increase Your Internet Quotient,
and TransPath are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries.

All other trademarks mentioned in this document or Website are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (0711R)

Copyright © 2003-2004 Cisco Systems, Inc. All rights reserved.

i Cisco I0S Release 12.3(2)T, 12.3(7)T, 12.2(25)S


http://www.cisco.com/univercd/cc/td/doc/cisintwk/ita/index.htm

	Cisco IOS Scripting with Tcl
	Contents
	Prerequisites for Cisco IOS Scripting with Tcl
	Restrictions for Cisco IOS Scripting with Tcl
	Information About Cisco IOS Scripting with Tcl
	Tcl Shell for Cisco IOS Software
	Tcl Precompiler
	SNMP MIB Object Access

	How to Configure Cisco IOS Scripting with Tcl
	Enabling the Tcl Shell and Using the CLI to Enter Commands
	Custom Extensions in the Tcl Shell
	Examples
	Troubleshooting Tips

	Using the Tcl Shell to Access SNMP MIB Objects
	SNMP MIB Custom Extensions in the Tcl Shell
	Prerequisites
	Troubleshooting Tips

	Running Predefined Tcl Scripts
	Prerequisites


	Configuration Examples for Cisco IOS Scripting with Tcl
	Tcl Script Using the show interfaces Command: Example
	Tcl Script for SMTP Support: Example
	Tcl Script for SNMP MIB Access: Examples

	Additional References
	Related Documents
	Standards
	MIBs
	RFCs
	Technical Assistance

	Command Reference
	scripting tcl encdir
	scripting tcl init
	tclsh
	Glossary



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


