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packetievel
protocol analysis and network troubleshooting

Schnuffel

 \Whitehat oder Blackhat ?

packetlevel
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Warning and ©-Info

FSK 18

Es besteht die Moglichkeit, das “Evil
Pakete” gezeigt werden .

Alle Angaben ohne Gewahr .
Beachte die lokalen Rechte und Gesetze !

packetievel
protocol analysis and network troubleshootiny

Hardware (Taps, Span-Ports, Server
Tuning..)

Software (Wireshark + andere Tools)
aufzeichnen (Schniiffel)

Analyse

“Good” and “Bad” (and “evil”)
Netzwerk Probleme lIésen...
Auswerten Sample Capture...

packetlevel
protocol analysis and network troubleshooting
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Hardware (Taps)

« Network Taps . -
@) o 5. g}

» Regeneration Taps “— >

» Aggergator Taps

« Bypass Switches

packetlevel
protocol analysis and network troubleshooting



Hardware (Taps)

« Implementierung

Network Tap Implementation

The passive Tap provides a permanent,
in-line access port 1o monitor all
fusll-du plex traffic without data stream
interferance.

wix
i}u}l P e - .
Firewall Switch f'u:\__=_% Switch
=) OE3 X3 EYE (-

Network Tap e
Depering on whether the O D The monitring device sees

Tap i fibser of cojaped, the the same traffic as IF It were

network signal is sphit or . 5 als in-line, inhicing
regenerated sothat the | -'——'dh] pvsical yer erors.
monitoning device has full Monitoring Device

access to the signal.
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Hardware (FO Taps)

» Fiber TAP

packetlevel -
protocol analysis and network troubleshooting



Hardware (Taps)

Vorteile Nachteile
» kein Impact auf » zusatzliches Gerét
das Netzwerk- * Muss eingebaut
Device werden
* Verlust bei Glas
(Split Ratio)

packetievel
protocol analysis and network troubleshootiny

Hardware (Taps)

Hersteller / Lieferanten

+ www.netoptics.com
 http://www.gigamon.com

» http://www.networkcritical.com
* http://www . lan-wan-tap.com/

packetlevel
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Hardware (Span Port)
=

« Span Ports

Eoress
Traffic

-
i Ingress

Traffic

Sniffer i

Destination Span
Port

Source Span
ports

packetievel
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Hardware (Span Port)

Vorteile Nachteile
« Keine zusatzliche » Zusatzlicher CPU
Hardware Load

e In + Out auf einen
Port (Overbooking)

packetlevel
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Heimwerker Tip PROFY.:

In jedem steckt ein Profi!

* Netgear GS108T
der kleine Switch fur
Unterwegs.

NETGEAR

System Switching QoS Security m Maintenance Help

PortsiMirreringlf Log I LiDP |

Port Miroring Fort Minoring
Dot Mivvoring Configuration

Destination Port 02 - Mirzoring Txand P -~

@ Semree Port
! Poxt ol oz 0z 04 05 g 07 o8

packetievel
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Netzwerkkarten

 Fast alle sind brauchbar..
Promiscuous Mode
» schneller = besser (meistens)

 Defekte Pakete werden teilweise nicht
weitergeleitet.

* Problem Autosense (10/100/1000 HD /
FD)

packetlevel
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Netzwerkkarten

« Spezial 2 Port Gigabit Karten mit der Méglichkeit
von Aggregation oder Pass-thru

» http://www.cacetech.com/products/turbocap.html

Port A Port B | Full Duplex Link

Aggregator ., m
| ww {
TurboCap 2 TurboCap 4

Part A Port B

packetievel
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Server

* Viel Memory / Schnelle CPU

= Schnelles Filesystem Bsp. XFS oder kein
Journaling..

» Raid O

» SSD

*» Ram Disk

» Kontroller mit grossem ,Write Cache”

» Klares Interrupt (IRQ) Handling / Zuteilung
» Sniffing Interface = Management Interface
» Keine IP auf Sniffing Interface

packetlevel
protocol analysis and network troubleshooting




Software

wireshark / tshark / dumpcap

daemonlogger ‘@

* SNoop

. )
« Wildpackets = WildPackets
» Sniffer Pro ¥ Sniffer

packetievel
protocol analysis and network troubleshootiny

capture file formats

» Wiresharks supports more then 30
different formats.
- libpcap
- snoop
- Wildpacket NX
- Lan-Analyser (Novell)

» tcpdump only libpacp

packetlevel
protocol analysis and network troubleshooting



Capture File Typen

+ Formate konvertieren

tshark -F

tshark: option requires an argument -- F

editcap: The available capture file types for "F""
libpcap - Wiresharkftepdump/... - libpcap
nseclibpcap - Wireshark - nanosecond libpcap
maodlibpcap - Modified tepdump - libpcap
nekialibpcap - Nokia tcpdump - libpcap
rh6_1libpcap - RedHat 6.1 topdump - libpcap
suse6 3libpcap - SUSE 6.3 tepdump - libpcap
Sviews - Accellent SViews capture

tshark -r myinputfile.cap -F snocp -w
mysnoopfile.cap

packetievel

protocol analysis and network troubleshooting

Schnuffel

e

° St rt h "ff I g  Captu
a S C n u e I n Interface: |Local - |1mel(R) PROMireless 39454BG Metwork Connection (Mitm&;l

- ? IP addres=: 192.162.2.104
S Cro I n g H Link-lzyer headertyper | Ethemes [+ | Wireless Settings. |

[V Capture packets in promiscusus mode

Remnote Settings |

- 9 {Captire packets in prapong Format (aiperimenta s e
D N S H Ll BuFfer sizet [ 1 megabyte(s)
[ Limit 2ach packet to |1— bytes

packet limit v | | -l

~Captura Fil Digplay Opiong

fllter A | Mil [V Update st of packets i real time

[ Use multple fies

i n te rfa Ce ¥ e fleevery [1 reqatyte(s) | v
[ et evers [0 A e [ | 17 e copture info disog

| Ring buffer with |2 files
[} Stop capture sfter |1 Flefs)]

~Stop ‘Capture

[ sk 1 Hrarters I~ Enable netuwerk name pesolution
[ sk [0 d regabyter) [ w
I— o afeer ll—j e [v [~ Enable transport name resolution

4”&';' 4|ga”EEI

[V autoraatic zcralling in live capture

Mame Reselution

[~ Enable MAS name resolution

packetlevel

protocol analysis and network troubleshooting

10



Schnuffel

» tshark
Namensauflésung ? -n
Packet lange ? -s <length>
Filter ?
Anzeigen ? -q
Anzahl Packete -¢c <Number>
File erstellen -w <filename>

tshark -n -1 eth0O -g -s 0
-w myschnueffel.cap —-c 1000

packetievel
protocol analysis and network troubleshootiny

Wireshark tunning

Coloring Rules léschen.
DNS Auldsung abstellen
Scrolling wéarend des Sniffens abstellen

dumpcap (speed optimiert)
tcpdump

packetlevel
protocol analysis and network troubleshooting
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Options + Basic Filter

» Nicht Zuviel / Zuwenig sniffen
Packet Lange / Dauer / Daten
Control Pakete / Noise

= Capture nicht verfalschen
DNS Auflésung
eigener Datenverkehr

» Lieber zuviel, denn entfernen kann man immer
noch !

packetievel
protocol analysis and network troubleshooting

Capture Filter

» Beispiel: HTTP von einem Client (1.2.3.4) zu
einem Server (5.6.7.8)

a) tshark —n —i ethO —s 1600 host 1.2.3.4

b) tshark —n —i ethO —s 1600 host 5.6.7.8 and port
80

c) tshark —n —i ethO —s 1600 host 1.2.3.4 and host
5.6.7.8 and port 80

d) tshark —n —i ethO —s 1600 host 1.2.3.4 or host
2.6.7.8 and port 80

e) tshark —n —i ethO —s 1600 ,((host 1.2.3.4 and
(host 4.5.6.7 and port 80))) or (icmp) or (port
53)((

packetlevel
protocol analysis and network troubleshooting



Basic Filter

Source und/oder Ziel Host
ICMP flr ICMP Meldungen Aller Art
Port 53 fur allen DNS Pakete

Ermessens-Sache !

Ev. ARP oder weitere mdglichen
Protokolle

packetievel
protocol analysis and network troubleshootiny

Pimp my wireshark

Filter Sets

Filter Colors

Profiles

Anzeigeformate (Layout / Columns)

packetlevel
protocol analysis and network troubleshooting
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Capture Filters

» Create your Capture Filter Sets

~Io]x

Edit

Capture Filter

Ethemet address 00:02:15:00:08:15
Ethemet type 0x0806 (ARF)

Mo Brosdeast and no Multicast

Mo ARF

IF only

IP sddrese 192.168.0.1
IR onby

TCP only

UDF only

HTTR TCR port (30)
Mo ARP and no DNS

Mon-HTTP and non-SMTR taffrom wiww.wireshark ong

P

Filter nama: |TCD o LIDP port &0 (HTTE)

Fiker string : [port 80

packetievel

protocol analysis and network troubleshooting

Edit

Diisplay Filter
T Ty e T (FT =]

Ethemer brosdess:
Mo ARP
1P only
1P address 192,166.0.1

IP address isn't 192,168,011, don't uze I= For this!

TCR only

LR onky

UDP port isn't 53 (ot DMS), don't use 1= For thist
Delete | || | TGP or UDP por is 80 (HTTF)

HTTR

Mo ARP and no DS

Man-HTTP and non-SMTP tojfrom 132 168 0.1

Properti

Filar nam: [P only

Filker string: [ipx Expression
Help ok Apphy | Cancel |

packetlevel

protocol analysis and network troubleshooting
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Color Filters

» Color Filters (Coloring Rules)
First Match is relevant !

Tl wireshark: Coloring Rules - Profile: chw =

List is processed in order until match is found

packetievel
protocol analysis and network troubleshooting

» Eigene Wireshark Profiles fur
unterschiedliche Anforderungen,
Konfigurationen und Einstellungen

» Wireshark -> Edit -> Profiles
» tshark —C <configuration profile>

$HOME/ .wireshark/profiles
= : Zfaix

fon Profles

packetlevel

protocol analysis and network troubleshooting



Preferences

» Beispiel Layout

BE

Zelois
Piing s
Hana kssolutcr e i
&
St
[ B L " s

O il 8 sl (O dwUstal
C

Cmcnbin [ w8 GmcsByn

Aremating 3w zeloez in lists and brees;

e [ 2]

Packet byes s chlighe sl m
ST |
Zeaum wimdus il fpeepended woedso g iles ,—

Fi

@ I Auly Lol

packetievel

protocol analysis and network troubleshooting

Preferences

 Example: Columns

references - Prol

EE
Layrout [The first list entry will be dispz:
Columns Title Field type
Font Mo, Mumber
Colors Expett Expert Info Severity
J— Time Tirne (format as specified)
Printing Source  Source address
Marne Resoltion Destination Destination address
Statistics Protocol  Protocol
Protocols
ACK Customn (ep Asgs.3ek)
Info TnFormation
Add

Fiald type: ICusmm

Remove Field narmeat

I[cp.ﬂaqs.syr\

packetlevel

protocol analysis and network troubleshooting
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Preferences

» Columns
Anzeigen der Informationen
,custom® fur individuelle
Anzeigen

Set hot set
set set
ot set set

4]
V)
[v]
[v]
0

NOT SEeT Set
kot set Sat
NOT Set Set
Set
Wot set Set
NOT set Set
MAt ot car

ER=R=r === =]
=
a
8
w
M
i

Destination

1 note

2 2.705807 ICMPVE router solicitation

3 2.791538 1IBO00:T227:acs FaB: FFFF FEFF 7T 1CMPYE Router advertisemant

4 Chat 3.747042 152.168.2.101 62.2.104.140 TCP set MNOT set 54293 > http [SyM] se

5 Chat 3.789015 62.2.104.140 192.168.2.101 TCR sat Set http > 54293 [SvN, ACH

3 3.789069 1092.168.2.101 §2.2.104.140 TCP NOT 58T Sat 54293 > http [Ack] sat

7 8 19 ol Jdo4.140 T Ser E /£ oL
3.829580 62.2.104.140 192,168, 2,101 TCR WOt set  Saet http » 54293 [ACK] Ser
3.832316  62.2.104.140 192.168.2.101 TCP NOT S&T  Sat [TcP sagment of a rea:

packetievel

protocol analysis and network troubleshooting

Analyis

 \Where the F**k is the Problem..

 Wireshark Hilfen
Expert Info

@ wireshark: 9 Expert Infos _|= ﬂ
Errors: 0 Wamings: 0 Notes: 0 Chars: 3 Sewverity filters | Error+iiam-+Hote+ Chat
Mo. . | Sewer. I Group | Protacol I Summary I
3 Chat Sequence TCP «Connection establish request (SYM): serwer port smbp
5 Chat Sequence TGP <Connection establish request (SYM): serwer port smip
6 Chat Sequence TCP «Connection establish request (Y1M): serwer port smip
10 Chae Sequence TCP <onnection establish request (SYM): serwer pont smep
11 Chae Sequence TCP Connection establish requast (SYP): serwer pont smep
12 Chat Sequence TCP «Connection establish request (SY1): serwer port smitp
15 Chat Sequence TCP Connection finish (FINY
16 Char Sequence TCP Connection establish request (SY): serwer port smip
21 Char Zequence TCP Connection establish bequest (5411 serwer pon smip

packetlevel

protocol analysis and network troubleshooting
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Analysis

» Expert Infos

Wireshark: 49836 Expert Infos _|= ﬂ

Erors: 2 (420) | Warningss 5 (12616) | Morss: 31 (10638) |Cha|s: 1021 (z5750) | metals: 4a83s |

I R e < | count ‘<=

Sequence  TCP Duplicate ACK (#1) 606

Sequence TCP Duplicate ACK (#2) 1477
Gaquence TCP Duplicste ACIE (43 7
Sequence TGP TGP Port numibers reused For new session 1434
Sequence TCP Rerransmission (suspected) 51
Sequence TCP Keep-alive 197
Sequence TCP Duplicate ACK (#4) 2=
Sequence TCP Duplicate ACK (45) 12
Sequencs TGP Duplicats ASH (#E) g
Sequence 1P “Tirne T Liwe" = 1 for a packet sent to the Local Metwork Control Block (22 RFC 3170 18
o oo sl L

dl

Help | Clase

packetievel

protocol analysis and network troubleshooting

Coloring Sessions

 Colorize Conversation

Drastination

Protocel
RIPVL
2 ICMPYE
E LT o A S ]
TCP

5 E
TCR 80 » 542

. 705807

2 Router solicitation
2.751554

rRouter achertisement
] > 50 |SYN]
o3 [SYN, ACK] Seq

Mark Packet (toggle)

5 3.789015 62.2.104.140 _

6 3.789069 192.168.2.101 (%) Sat Time Referanca (eaals) TCP 54293 > 80 [ACK] Seg=l ack=1

7 3.789218 192.168.2.101 _— HTTP GET / HTTP/1.1
8 3.829580 62.2.104.140 Apply s Filter D TCP 80 > 54203 [ACK] Seg=1 Ack=€
9 2.832316 62.2.104.140 Prepare a Filter 4 TCP [TcPp segment of a reassemble
10 3.832347 192.168.2.101 Conwarsation » TCR 547093 5 80 [ACK] Seq=679 Ack
1l 3.83584% 62.2.104.140 ¥ Ethemet *lgment of a reassemble
12 3.835871 192.168.2.101 SCTR O » 80 [ACK] Sec=679 Ack
13 3.839365  62.2.104.140 Follow TEP Stream 0 . oot pe
14 3.839399 192.168.2.101 Follow DR Stresm 3 ek
15 3.8468855 §2.2.104.140 Follow 551 Stre am PN-CBF Server: y | @ Colrd e
16 3.868898 192.168.2.101 2 Color3 <
17 3.869564 62.2.104.140 Copy 4 TCP [TcP se i3
18 3.869589 1592.168.2.101 N TCP 54253 5 ¢ Colrd ck
19 3.872367 62.2.104.140 38 Decode As... TCP [TCP SE & colrs e
20 3.872440  102.168.2.101 2 P TCP 54203 5 ke
21 3.875512 62.2.104.140 ) TCR [TcP sg = Colrd e
55 > ovcsoo Mm% @D 3 A Show Packat in Mew Window —r Saome b1
= Color -

Frama 4 (74 bytes on wire, 74 bytes captured) T
Ethernet II, srci 00:16:36:chi70:5b (00:16:36:ch:70:5h), Dst: 00:24:37:85:c8: = o

Internet Protocol, Src: 192.168.2.101 (192.168.2.1001), Dst: &2.2.104.140 (&2. ° Caler 3

Transmission Camtrol Protaocol, Srec Port: 54203 (54203), Dst Port: B0 (800, Se @ Colrid

T Mew Coloting Rule...

packetlevel

protocol analysis and network troubleshooting
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Find

» Find
- Display Filter
- Hex Wert
- String

Tl wareshark: Find Packet = I:Ilﬂ

-Find

gy Display Aler (T Hex waluz (@ Steng

Filier: Ilpas:wurd|

Searth In String Options Cirection
{7 Pader i [T Case sensitive  up
(" Packet details | | Character set (& Down
(% Packet bytes IASC!] Unicode & Mon-Unicode j

Help | Find I Cancel |

packetievel

protocol analysis and network troubleshooting

Wireshark Automatismen

» Beispiel: Analyse TCP Sequence numbers
“ON by default”

T Control Pratocol
Show TCP surmmary in protocol tee: [V
walidate the TGP checksum Fpossibles [
Allow subdizsactor to resssemible TCP streams:  [v)
Analyze TGP sequence numberss [V
Relative sequence numbers and window scalings  [¥
Track nurber of bytes in fights  [¥)
Caleulste conversstion bimestamps: [
Try heuristic sub-dissectors first: [ |

packetlevel

protocol analysis and network troubleshooting
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Wireshark Automatismen

 ON

Frame 4: 74 bytes on wire (592 hbits), 74 bytes captured (592 bits)
Ethernet II, src: 00:16:36:ch:70:5h (O0:16:36:ch:70:5h), DsSTt: Motorola_85:cB:00 (00:24:37:85:C8:00)
Internet Protocol, Src: 152.168.2.101 ¢(152.168.2.101%, Dst: 62.2.104.140 (52.2.104.240)
= Transmission Control Protocol, Src Port: 34293 (54293), Dst Port: 80 (80), seq: O, Len: @
Source port: 54293 (54293)
pestination port: 80 (80)
[stream index: 0]
uence numbher: O (relative guence number)
Header length: 40 bytes
Flags: 0x02 (SYH)
checksum: Oxadsg [validation disabled]
options: (20 bytes)

0000 0D 24 37 85 c= 00 00 16 70 0s 00 45 00 .E.
o010 00 3c 8F 1 40 00 40 06 ¢35 02 65 3a 02 .
0020 68 Sc dd 15 00 50 FENEH] F00 00 00 00 a0 02

0030 16 dO ad 58 00 00 02 04 05 bd 04 02 08 0a 00 91
0040 b 3k 00 00 00 00 01 03 03 06

0x554033ca = 1430270922

packetievel

protocol analysis and network troubleshooting

Wireshark Automatismen

« OFF

Frame 4: 74 bytes on wire (592 bits), 74 bytes captured 592 bits)

Ethernet II, Src: 00:16:26:ch:70:5h (00:16:36:ch:70:5bk), Dst: Motorola_85:c8:00 (00:24:37:85:cB8:000

Internet Protocol, src: 192.168.2.101 (192.168.2.101), Dst: 62.2.104.140 (62.2.104.1400

= Transmission Control Protocol, Src Port: 54293 (542930, Dst Port: 80 (BO), Seq: 1430270922, Len: O
Source port: 54293 (54293)
pestination port: 80 (80}

0]

14

0xads8 [validation disahled]
(20 bytes)

Options:

0000 00 24 37 83 <8 00 00 18 38 C? B Q0 45 Q0

4 04 02 0B 0a 00 31
0040 ke 3b 00 00 00 00 01 03 03 06

packetlevel

protocol analysis and network troubleshooting
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Remote Schnuffel

* Linux

Remote System:
root#tepdunp -1 eth0 -w - ncat 192.168.2.1 1337

Local System
rootf#fncat -1 -p 1337 | wireshark -n -k -1 -
It's Linux:

create your own command line and
sender/listener buildings .

packetievel
protocol analysis and network troubleshooting

Remote mit NAT (Firewall)

» Remote System
(create listenen Prot 8080)
root# mknod /tmp/pipe p
root#tepdump —nn -1 eth0 -w - | cat > /tmp/pipe &
root#nc —nlvp B080 0</tmp/pipe
Oder ncat listener fur mehrere ;-)
root#ncat ——listen —-broker 8080 0</tmp/pipe

» Local System
(connect to remote port 8080)
user# sudo ncat 1.2.3.4 8080 | wireshark —-n -k -1 —

* Other Tools

ssh tunnels / socat ..

packetlevel
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Remote Schnuffel

« Windows-Remote
c:\programme\WinPcap\rpcap.exe

« Windows Local %
Wiresharke Remote = [prr—

TP address: unknown

Hast: || L

Part :
Authentication

d @ mull authentication

() Password authentication OWSE. ..

packetievel
protocol analysis and network troubleshooting

Wireshark Automatismen

* tshark -> Ubernimmt die wireshark
konfiguration

* |m tshark kann man es auch Ubersteuern

tshark -i eth0 -o "tcp.analyze sequence numbers:TRUE "

tshark -1 eth0 -o "tcp.analyze sequence numbers:FALSE™

» Siehe -> $HOME/.wireshark/preferences

packetlevel

protocol analysis and network troubleshooting
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» Wenn es doch nur so einfach ware......

packetievel
protocol analysis and network troubleshooting

+ Nimm alles weg, was OK ist, so bleibt am Schluss nur
noch das Problem !

+ Packet's never lies !
» Schreibe das wirkliche Problem auf.
 Nimm nur Fakten !

« Capture mehr auf, als du brauchst.
Léschen kann man immer noch.

« Arbeite immer mit einer Kopie, nie mit dem Orginal-File !
» Erstelle kleinere Teil File mit einzelnen Sessions / Hosts

packetlevel

protocol analysis and network troubleshooting




» Markiere wichtige Packete oder Punkte
(CTRL-M)
SHIFT-CTRL-N goto next mark
SHIFT-CTRL-B goto prev mark

 Ingoriere unrelevante Packete (CTRL—X)

2tintion

v DURC
1 2010-05-02 10:18: 398099 1592.163.2.200 2535.255.255.25%
2 2000-05-02 10:18:

3 2000-05-02 10:18:11.149655 <Ignoreds
4 20010-05-02 10:18:12.145141 192.168.2.101 52.2.104.140 TCR 54263 > 80 [SvN] sSeq
5 2010-05-02 10:18:12.187104 #2.2.104.140 102.168.2.101 TCP B0 > 54203 [SYN, ACK

packetievel
protocol analysis and network troubleshooting

» Unterteile das BIG-Capture File in
einzelne Teilfiles (save-as)
- Sessions
- Protokolle
- Hosts
- Zeitabschnitte

« Entferne “ignored packets”

& Al packets
" Selected packet 1 1
 Marked packets 1
" Fitst to last marked 1
C Rarge| 0
¥ Femove Ignared packets 2

Moo — =

packetlevel

protocol analysis and network troubleshooting



rootBalubberli '”/-n tehark -r -_1 cap
Rurning 2= user "voot™ and group “root” Tth could be dangerous,

QRN i i Pt | ey o

1o
1L
12
13
14
15
e

Analysis 1

Was ist das ?

0.,000000 122,225 ,100,154 —» 81,1 63 144,80 UDP Source porti biclink-suth Destinstion porti ms—sol-w
12418,751905 218,64 ,237,219 -> 81,63,144,60 UDP Source port; dsatp Destination port: ms—sel-m
22903,618548 122.225.100‘154 - 51,63.144.17 UDP Source port; hiolirk-auth JDestination port: we—sgl-m
27706,798090 122,205,100,154 -> 81.63,144,22 UDP Source port: biolink-auth Destination port: ms—sgl-m
31144,998092 60,161,78,155 -> 81,63,144,80 UDP Source porti avsuthsruprtcl Destination porkd ss—sql-m
43729,139912 200,110,237 42 -> 81,63,144,35 UDP Source portt iadl Destination port: me—sql-m
53618,951663 218,64 ,237,219 -» 81,63,144,17 UIP Source port: dsatp Destination porti ms—ssl-m
GB157 962870 986,209,236 .46 —» 81.63.14d 80 UDP Source port: ms—sna—server Destination port: me—sgl-n
105646384489 202.109.191.2 -> 81.63.144 .80 UDP Source port: s=ql  Destinstion port: ms—sol-m
121902 ,042020 §59.53,16,77 -> B1,E53,144,80 UDF Source port: mmsserver Destination port: me-sql-m
140505,332191 122.225.100,154 - 81.63.144.80 UDP Source porti biolirk-auth Destination porkti ns—sql-n
163827 640365 122,225,100, 154 -» 81.63.144,17 UDP Source port: biolirk-auth Destination port: ms—sql-n
171057 236336 122,225 100,154 -» 81.63.1d4d .22 UDP Source port: biolirk—auth Destination port; me—sql-n
187706,776883 218,684,237 ,219 -5 B81.63,144,80 UDP Source port; blaze Destinstion port: ms—sgl-m
189362993606 89,19, 186,160 -> 81,63,144,35 UDF Source port: 4708 Destination port: ms-sogl-m
219361,226860 122,205,100,154 -> B81,63,144,35 UDP Source port: biolimk-auth  Destimation port: me—sql-m

packetievel

protocol analysis and network troubleshooting

Analysis 1

UDP

Immer gleiche Ziel Netz (81.63.144 .X/24)
Unterschiedliche Source IP’s

Immer gleichen Zielport: ms-sql-m

-> schau ins Paket....

packetlevel

protocol analysis and network troubleshooting
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Analysis 1

Hex Dump

rootBolubberliz™ # tshark -n -r - lizap —© 1 —=

Funning as user "root' and groue "root Thiz could be dangerous.
Q000000 122,225, 100, 154 —» B81. 63 144,20 UDP Source port; 3411 Destination ports 1434

QOon - 00 11 0a 63 Be 7c 00 04 28 58 88 00 02 00 45 00 R = S P -
QOd0 0L 94 Fa 45 Q0 00 70 11 Be 08 73 el &4 95 51 3F vaerE e Per ez d, 7
Q020 90 50 0d 52 05 95 01 80 66 od 04 01 01 01 01 01 S
0030 010101 01010101010101010101010101 rrrrrarrrreaaan
0040 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 basrea e aan

QOE0 0L 0L 010101 01 01 01 01 01 01 01 01 01 01 01 esrssseresaaas

QoED 0L 0L 0101010l 0L0l 0101010l ol0lolol ..., PR 0‘
QU7 Lol 0L 01010l 0L 0l 01 010l 0lolOlolol ... P

O0E0 01 01 01 01 01 01 01 01 01 01 01 deo o9 b0 42 eb tarrrrarsrsesaBy &
o090 O 0L 01 01 01 01 01 0L 70 52 42 01 70 52 42 90 vareeesP BaplBl &
O0=0 900 90 90 90 20 90 90 68 do o9 bO 42 bE 01 01 01 [ TR - 'b
Q00 0L 31 3 bl 18 S0 eZ fod 35 01 01 01 05 50 89 5 [ Y P R S %\

O0c) 51 60 22 69 6c be 68 65 6c 33 32 68 6k 65 72 62 Oh.dllhel32hkern

ocl) 51 60 6f ¥5 6e 74 68 69 63 6b 43 68 47 65 74 54 UhounthickChGetT V

e bb b3 6o 6o 51 BB 33 32 22 64 68 77 73 32 OF 66 fL11Uh32.dhws2_F G‘

Oof0 b3 65 74 51 68 73 &f 63 Bb 66 B9 74 &F 51 68 72 cetlhzockf  tofhs 6

Q100 &5 Be 64 be 18 10 az 42 8d 45 d4 B0 fF 16 50 Bd  end....B.E.P..F.
Q110 45 g0 50 3d 45 f0 50 ff 16 50 be 10 10 &= 42 80 E.P.E.P..F....E.
0120 1s 8b 03 3d 55 8b ec 5L 74 06 be 1o 10 as 42 FF .. .=l .0k LU By
0130 16 £ dd 31 09 51 51 50 81 F1 03 01 04 Sh8l F1 L 1 0P aaaus.
Qi) 0L 0L 01 01 51 8d 45 cc 50 Sb 45 o0 50 £F 16 62 ,,,.0,E.P.E.P..
Qi) Ll 65 02 &3 02 £F d0 50 Bd 45 o4 B0 B 45 0 S0 ,4.4...FP.EPLEP
Qlen FF 16 22 cE 02 db 8L 3 3c 61 d2 £ B 40 k4 Sd ...vvieefaeedEnn
0170 Oz 40 Bd 14 88 cl e2 04 01 o2 cl =2 02 29 c2 Bd 1L I S
0180 04 90 01 dB8 89 45 bd 6a 10 8d 45 b0 &0 31 =5 51 vareeEade ELPLLO
0190 66 81 F1 78 01 51 8d 45 0F B0 Bk 45 a= 50 £fF d6 f, .=, 0,E.P,E,P, .
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Buffer Overflow

» 445 buffer.cap
» ngrep (strings fur capture files)

i
T B3,134.,90,147:4285 -> 81,63,144,80:445 [AP]
s MBS s s es e as o T oa s ML PC HETHORK PROGRAM 1,0, LANMANL.O, Mindows for Workgroups 3,1s, LM1,2H002, NT LM 0,12,

4
T B3, 1361 90 147:4285 -> 91,63 .144. 80 445 [A]
.......................................................... N T TR RR 1o DU DU N - Jp

ARARARFARFARRAAAAAAA ARARAARRAARR ARFAARRAAAAAA AAARAARAARR ARA ARARARAARAAAABAARAARB ARAARARARRARA ARABAARRAARAARAARARRARARA ARARAARARARA

ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂRﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂRﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬁﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬁﬂﬂﬂﬂﬂ.JL.N......E B.B.B....
B = O = e B B B L e . s [0 1 L P 1L N 1 o
...{.‘.‘..3.Ph T L O P N AL R 8 0 = =S PR =1 PPN 2901 Y TR 8 =1 U PG e G DA S Y Y
e PUldPu Sh..P.H..KEh..‘.,.J..u‘..E PP.L.5h

T 83 134,990,147 34285 -> 81,63,144,20:3449%5 [A]
s a o300S0, UL LY PS L U UL HRD . IEEEBEBEBBEEEEEEREE BEEEEEREEEE
EEBEBBBBBBBBHuuuuuuuBBBBBEEuuuuuuuuBHuuuuuuuEBBBBBEBLuuuuuuuuﬁBEBEEBEBBBBBEBEEEEEEEBBBBBBBEE BEDEERRERREEEEREEEEREE REREEERRERR

EEEEBBBBBBBBFT\nm—mnnBBBBB[\nr\r\nr\nnnnBHmuu EEEEEEERERFEEEEEEEEREEEEEEEEREEEEREEREEEEEEEEEREEEE EEEEREREEEEEEEEEEEREEEEE EEEE uHHljZEE
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e arp_

1 0,000000
2 0,009839
3 0,019B816
4  0.029634
5 0.039552
B 0.,0434492
70059270
2 0.08320L
9 0.079076
10 0,088947
11 0,093953
12 0,108841
1z 0,l13814
14 0,128561
15 0,138477
& 0,148445
17 0.158293
18 0,168288
19 0.178153
20 0,183032
21 0.197984
22 0,207862
23 0, 24V677
24 0,227565
25 0,237555
26 0,247365
27 0,257300
28 0.Ze7283

1.cap

00005282190
0000 chel; 19
0000 :c5:e8i19ec
0000 :chie8:19 e
00300 3chieE:19 e
0000518811980
00005 el 19
0000 :cbrefil9ec
0000 tcheli19tec
00 ;00;c5:e8:19 20
0000 tehrel119 e
00005128119 e
0000 b2 19 e
000 cheli19ec
Q000581920
00300 3chieE:19 e
0000 :chie8:19 e
003002518119 tec
0000518811980
00100 :chel119tec
0000 cbrefil9ec
000 ehrel1 19 e
00 ;005819 0
00300 1ebe8i19ec
00005128219 e
Q000581920
000 cheli19ec
0000528219t

packetievel

protocol analysis and network troubleshooting

L
42 0,405781
43 0,4156%4
44 0,425599
45 0,425630
4e 0,4305512
47 0,445394
48 0,455295
®

0000 ieBil9ec
00300:c5iaB:19tec
00:00:c5:e0:105ec
00:12+3F t6Beath3
003001tz l89tec
00005 iefi19ec
0010015 ef19ten

Lésung

-3
->
-3
-
-5
->
-5
->
-
-5
-3
-3
-5
-3
-3
-5
-
-5
-
-5
-
-
-5
-5
-3
-3
-3
-

-
-
-
-
-
-
=

ARP

FRAFF P efF3FF eFF
IR SR R e
FREFFIFFefF 3T oFf
FRAFE I LFFaFFape
FEFF PR offaffoffy
FRIFEIFFofFIfF off
FEE PR oFEPE PP
FEf i FF i iffoff
FRUF IR LFFLEFRF
FEFP PP PP PP PP
FRUFF IR oFFIFFere
SR
FRUF PR oA Faffoff
FEAFFIFF efF3FF oFf
IR R
FEAFFIFFoffaffoffy
FEAFE L LFFaFFape
LR SR S0 e
FRIFEIFFofFIfF off
FRUF IR AP E PR PR
FEf FF i iffoff
PRI IR oFFIFFoFF
FEFP PP PP P PP
FRIFE PR ofFaffofe
FEAFF L eFFSFF eFF
FEFP PP Pafeff
FREFFIFFefF AT oFF
FRAFF P fPaFrerr

ARF
ARF
ARF

ARP

Und was ist das ?

FEFF PP FFsFrsrey
FRIFF T iffaffoff
00:12:30M 60zeath3
00:00:c5 28219 ec
FRIFF PP FF PP of
FEIFFLFPiFrsfrsfre
FRIFFfFifFaffoff

ARF
ARF
ARP
ARF
ARF
ARF
ARF

Hho has
Hho has
Hho has
152,168
Hho has
Hho has
Hho has

192,163,1,27
192,168,1,37
192,163,1,47
192.165.1.57
192,168, 1,67
192.168.1.77
192,163 ,1,87
192,168,1,97
192,168, 1, 107
192,168,1, 117
192,168,1. 127
192,168, 1,137
192,168,1, 147
192,16, 1,157
192,163,1, 167
192,168,1,177
192.168.1.187
192,165, 1, 197
192,168 ,1.207
192,168, 1,217
192,168 ,1.227
192,165,1.237
192,160, 1,247
192, 168,1.257
192,168, 1,267
192,163,1,277
192,168, 1,287
192.163.1.237

192,162, 1,437

192.,168.1.44% Tell 152.168,1,
19z2,1e8,1,457 Tell 192,168,1,
.1.45 iz at 00:12:3f :681ieath3

192,162, 1,467 Tell 192,168,1

192,168, 1,477

192,168, 1.48% Tell 192.1R8,1

- I[P Scan....(Netopia Router)
- Scan wurde auf 192.168.1.45 gemacht,
siehe Anwort Paket sowie MAC Adresse
im Request

packetlevel

protocol analysis and network troubleshooting

Tell
Tell
Tell
Tell
Tell
Tell
Tell
Tell
Tell
Tell
Tell
Tell
Tell
Tell
Tell
Tell
Tell
Tell
Tell
Tell
Tell
Tell
Tell
Tell
Tell
Tell
Tell
Tell

Tell

Tell

192,.168.1,
192,168,1
192,168,1

192.168,1,1
1
1
1
1
1

15271681,




SYN DDoS

« Simple SYN Attacks.

Destination

Prokacol

= 3756 = G
4173 = 6

95

u [

1.5897 153.231.34.1 G667 [SvN]

1.589503 85.224.150.147 J TCP 62972 > 6667 [SYN]
79542 1.589805 L 76.102.150 ] TCP 4163 > 6667 [SVN] S
70543 1.589806 L 76,102,150 TCP 4213 = 6667 [3¥N] S
79544 1.589507 82.76.102.150 TCP 4214 > 6667 [S¥MN] S
79545 1.589807 82.37.173.203 TCP 4482 > G667 [S¥MN] S
79546 1.589509 12.129.142.70 TCP 14593 = 6667 [Sv¥H] S
79547 1.589509 82.37.173.203 TCP 4483 > 6667 [SVMN] S
70548 1. 585910 B82.76.1078.244 TCP 3101 > 6667 [S¥M] S
79549 1.589511 82.76.173.244 TCP 3225 > 6667 [5¥N] =
79550 1.5855812 82.76.178.244 TCP 3227 > 6667 [SvN] S
70551 1.588513 B2.37.173.203 TCP 4484 > 6667 [S¥MN] =
79552 1.589514 82.37.173.203 TCP 4485 > 6667 [svN] =
79533 1.589913 82.37.173.203 TCP 4486 > 6867 [SYN] S
79554 1.5895168 82.237.231.184 TCP 3199 > 66867 [S¥N] S
70555 1.585017 82.37.173.203 TCP 4487 = 6667 [S¥N] S

Frame 79539 (78 bwtes on wire, 78 bytes captured)
Ethernet II, src: cisco_fd:daz42 (o0:12:80:fd:4a:42), Dpst: HewlertP_al:2a:ce (0O0:08:02:a0:2a:ce
Intermet Protocol, src: 83.226.237.89 (83.226.237.89), ost: 105NN caos.
Transmission Contral Protocol, SPC Port: 2256 (2256), DSt Port: GEGRT (AEE7), Seq: 0, Len: O
Source port: 3256 (3256)
pestination port: 6667 (6667)
[stream index: &7414]
Sequence number : O (relative seguence number)
Header Tength: 44 hbytes
Flaos: 0x02 (Svnd

izl
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SYN Paket

 Packet
SYN Packet with Data

DOOD 02 02 02 02 02 02 01 01 01 01 01 01 OB 00 45 00 ...uvenn wuennn E.
DUl0 00 34 71 b7 40 00 61 06 51 78 dc 52 ae TN .40 @.a3. OQx......
nozo 12 97 01 hd e5 15 3f 48 00 00 00 00 80 02 ........ FHevun..
S EL I Se oce 00 00 02 04 05 bd 01 03 03 00 0L 01 .oAieinr venennnns
D040 04 02 Bl FE B3 52 20 56 40 41 47 52 41 20 aB 20 ..awch v IAGRA .
DOSD 52 &5 P4 Bl &0 AC A5 F2 20 3c retailer <
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SYN Paket

* Wrong IP Length

0x0034 |P Packet Lange (blau) und griine
Bereich ist zusatzlich

63 52 41 20 &9 20 . .svocR ¥ IAGRL .
89 &c 65 72 Z0 3o Fetaller =
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« 3 Peaks...

Summary &
DETAILS Period:[ 2 Days Ago =|  Graph Type:| Stacked =] units:|pre =] EIEEENN

TP Applications Wed Jan 20 2010

pps (- In/ +01t)

100k

P —

o zoo oo 400 S0 gA0 WO g9D £o0  1gMe 1190 1zee 1300 1480 1300 1698 1700 1g0e  laoo 2000 ZIoo 2200 2300
- smip L) wirnw-htip B macromedi-ics e pop3 L https

Showing > Average | Max | PST9S
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AR 1eB 5 Bort In out Total &
¥ smin 25 29,50 Kops 3839 Kpps 58,29 Kpps
¥ wwn-hittp a0 17.38 Kpps 29,60 Kpps 46,98 Kppe
¥ macomediates 1435 1,53 Kpps 5.5 Kpps 6,98 Kppe
¥ pop3 110 2,34 Kpps 4,52 Kpps 6,85 Kpps
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Mail Server

* Problem
- 3 x Session Peaks pro Tag kurz
nacheinander (up to 150°000 pps anstatt
max 50°000 pps)
- kein zusatzlicher Datenverkehr
- keine zusatzlichen Mails

packetievel
protocol analysis and network troubleshootiny

Problem Punkte

Mail Sniffen ist Rechlich ein kritisches
Unterfangen.

Datenlagerung der Tracefiles
Datenmenge ist gross (1 GB pro Min)
Wo liegt das Problem ?

packetlevel
protocol analysis and network troubleshooting
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Separate Sniffer Hardware (2 TB Platz)
Info an Abuse / Rechtsabteilung
Kontrollierter Zugriff auf die Daten
Daten nach Auswertung léschen !
Sniffen mit fortsetzenden Files

packetievel
protocol analysis and network troubleshootiny

» Auswertung aller Source IP’s
inkl. Auswertung GeolP

» Auswertung gesendeter Mails
mittels Response Codes

» Auswertung Fehler Meldungen (pro IP)

+ Vermutung
viele Abgewiese (Blacklisted IP) die es
trotzdem versuchen

packetlevel
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blacklisted !

» tshark -nn-rsmtp_00017_20100128102126.cap -R
1] " n H 1]
smtp.rsp” | fgrep "Connection not accepted from
3535 1,728958 195 ] —» 188,60,193,161 SMTP 5; 451 Connection mot ascocepted From blacklisted IP address [188.60,199,1611
3594 1.732452 195 | —» 220.80,108,138 SMTP S: 451 Connection not accepted from blacklisted IP address [220.20,.102,128]
3744 1,733399 195 | —-» 123,19,237,148 SMTP 5; 451 Connection not accepted from blacklisted IP address [123,19,237,148]
3844 1.735192 195 —» 220.80,108.138 SMTIP S: 451 Connection ot accepted from blacklisted IP address [220.80.108,138]1
4122 1,740383 195, —-» 188.,62,1,79 S5MTP 5; 451 Conmection not accepted from blacklisted IP address [188.62,1.79)
42688 1,742827 195 | —» 87.,224,235,1593 SMTP 5; 451 Connection mot ascoepted From blacklisted IP address [B7.,224,235,193]
dea7 1,749973 195 | —r B2,150,6,65 SMTP 5; 491 Conmection not accepted from blscklisted IP address [62,150,6.69]
6284 1.,781417 195 | —» 41,196,179,251 SMTP 5; 451 Connection not acocepted From blacklisted IP address [41.195,179,2511
E579 1,788866 195 | —» 95.88.151,56 SMTP S¢ 451 Conmection mot accepted from blacklizted IP address [95.58.151.66]
B937 1.791692 195 | —» 109,184, 148.112 SMTP S: 451 Connection not accepted from blacklisted IP address [109,184,148.112]
7061 1,794092 195 —» 193,85,160,210 SMTP 5t 451 Cormnection not scoepted From blacklisted IP sddress [193.85,160,2101
Tlda 1.795736 193 —» 121.58.202.25 SMIP 5: 451 Comnection not sccepted from blacklisted IP address [121.98.202.25]
7259 1,797939 195 =» 77.254,74,70 SMTP 5: 451 Conrection not accepted from blacklisted IP address [77.254,74,70]
7286 1,798395 195 | —» 89.176,31,252 SMTP 51 451 Cornection rot accepted from blacklisted IP address [89,176,31,252]
741l 1.800792 195 | —» 113.22,222.45 SMTP 5: 451 Cornection rot accepted from kblacklisted IP address [112.22,222.45]
7421 1,801039 135 | —-» 188,62,1,79 SMTP S; 451 Conmection not accepted from blacklisted IP address [188,62,1,79]
Fra4q 1.807619 193 —» 188.60.196,213 SMIP S: 451 Connection ot acocepted from blacklisted IP address [188.60.196,213]
Fren 1,808118 195 —r 221,227,244,131 SMTP S; 451 Conmection not accepted from blacklisted IP address [221,227,244,131]
7a89 1.,810515 195 | —» 212,33,121,186 SMTP 5% 451 Connection mot ascoepted From blacklisted IP address [212,33,121,1861
8225  1.818056 195 | —» 78.55.107.134 SMTP S: 451 Connection not accepted from klacklisted IP address [78.55.107, 1341
8246 1.,818606 195 | —-» 220,80,108,138 SMTIP S; 451 Connection not accepted from blacklisted IP address [220,20,102,138]
8286 1.819399 195 | =» 220.80,108.138 SMTF 5: d51 Connection not accepted from blacklisted IR address [220.80.108,138]
2787 1.827236 199 —» 213.89.69,115 SMTP S: 451 Comnection not accepted from blacklisted IP address [212.89.69.115]
9036 1,822826 195 —» 213,160,162,99 SMTP 5: 451 Cormnection ot scoepted From blacklisted IP address [213,160,162,99]
9063 1,833723 195, —» B9,228,3,90 SMIP S: 451 Conmection not accepted from blacklisted IP address [89,228,3,90]
9526 1,844353 195 —» 220,80,108,138 SMTF 5: 451 Connection not acocepted from blacklisted IF address [220,80,108,138]

packetievel
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Auflésung

« Spam Bot reagiert nicht auf
Fehlermeldungen -> schlechter Code

» Fehlermeldung vom SMTP Server ist mit
451 (Requested action aborted: local error
in processing) ist ev. durch eine bessere /
passendere zu ersetzen.

» Aufwand: total ca. 3 Arbeitstage...

packetlevel
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telnet ...

« Sample File: telnet.cap

2 Telnet Sessions..
(Client 192.168.2.101 / Server 192.168.2.200)

» Know the protocol.....

» Schau genau hin.... Und finde den/die
Unterschied(e)....

packetievel
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real telnet

» Schau genau hin, was NACH dem
SYN/SYN_ACK/ACK geschieht...

Frame 4 (8L hytes on wire, 8L hytes captured)
Ethernet II, sSrc: Quantaco_ch:7?0:5h (00:16:36:cb:70:5b), Dst: Motorola_85:c8:00 (00:24:37:85:C8:00)
Internet Protocol, src: 192.168.2.101 ¢192.168.2.101), Dst: 192.168.2.200 (192.168.2.200)
Transmission Control Protocol, Src Port: 34889 (348890, Dst Port: telnet (23), Seq: 1, Ack: 1, Len: 27
= Telnet

Command: DO Suppress Go ahead

command: will Terminal Type

Command: will nNegotiate about window Size

Command: will Terminal speed

commared: will Remote Flow control

command: will Linemode

command: will new Environment option

command: Do Status

cammand: will x bisplay Location

packetlevel
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real telnet

Frame § 60 byTtes on wire, 60 bytes captured)

ethernet II, src: motorola_85:c8:00 (00:24:37:85:C8:000, DsT: quantaco_ch:70:5b (00:16:36:ch:70:5h)
Internat Protocol. sro: 192.168.2.200 (192.168.2.200), Dst: 1092.168.2.101 (192.168.2.101)
Transmission Control Protocol, Src Port: telnet (23], DSt Port: 3488% (34889), seq: 1, ack: 28, Len: 3
= Telnet

command: will Echo

packetievel
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ncat

Frame 149 (54 bytes on wire, 54 hbytes <aptured)

EThernet II, Src: Quantaco_ch:70:5h (00:16:36:ch:70:5h), Dst: Motorola_85:c8:00 (00:24:37:85:c8:000
Internet Protocol, sSrc: 192.168.2.101 (192.168.2.101), Dst: 192.168.2.200 (132.168.2.200)
Transmission Control Protocol, Src Port: 34800 (248000, Dst Port: telnet (23), Seq: 1, Ack: 1, Len: O
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real telnet

 Follow TCP Stream

~Straam Content

Togin: oot oo teo oo s s aaddmmddnn
Password: password

Login fncorrect

Togin: aaddmmidinn

Password:12345

Login fncorrect

packetievel
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ncat

 Follow TCP Stream

Tl Follow TCP Stream

-Straam Content

Togin: admin
acmin

Password:admin

Login Tncorrect

login: admin
acmn

Pazsword:hallo

Login incorrect

packetlevel
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+ Hacked Cobalt System
“New” Telnet Daemon mit backdoor
Anmeldung war ohne User/PW mit Telnet Optionen
maoglich
(Tip: drekya)

F@l Follow TCP Stream

packetievel
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» wireshark (easy)
» tshark (hex level)

= Telr
= suboprion Begin: Terminal speed
option data

command: suboption end

Suboption Begin: ¥ Display Laocation
Here's my X Display Location
value: drekya

Command: suboption End

suboption Begin: Mew Emvironment option
option data

Command: Suboption End

Suboption Begin: Terminal Type
Here's my Terminal Type
value: w100

Command: suboption End

packetlevel
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~Stream C:
00000000 T Td 18 TF 1d 20 ff Td 23 Tf d 27
00000000 £F b 18 £f fh 20 ff 23 £f fh 27
0000000s  ff fa 20 o1 £F ‘FO ‘F‘F fa 23 01 ff fo ff fa 27 !
0oooo0Lc  ff fo £f fa 18 01 £F 0 coccoooo
oooooo0oc  ff a2 20 00 33 38 34 30 30 2c 33 38 34 30 30 ff .. .3840 0, 38400,
000000IC  Fo f Ta 23 00 84 72 G5 Bh 75 &L T T0 Tf Ta 27 ...#.dre kya..
0000002C 00 00 44 49 53 50 4c 41 59 01 &4 72 G5 6h F9 &1 ..DISPLA Y. drekya
ooooeo3c  ff fo ff fa 18 00 56 54 31 30 30 FF fo ... VT 10
00000024 ff fh Ff fd 01 £f fd 1f £f b 05 f fd 21 y
000000de £F fd 03 £f fc 01 £f fh 1f £f fa 1f 00 60 0018 ........ .....
oooo00se  ff fo £ fd 05 fFf fb 21
00000033 ff fh 01 0d 0a 43 6 62 61 6c 74 20 4¢ 69 B8 75 ..... cob alt Linu
0Q000043 T8 20 72 85 6C 65 61 F3 65 20 35 2e 30 20 28 50 x releas e 5.0 (P
00000053 61 63 69 66 6% 63 61 29 0d 0a 4b 65 72 6e 65 &8¢ acifica) ..Kernel
00000063 20 32 2a 32 2e 31 36 43 32 37 5fF 49 49 49 20 &6F 2.2.16C 27_III o
00000073 6e 20 61 6e 20 63 35 38 36 od 0a n oan 158 &..
ooooooel  fF fd ol o
0Q00007E  &c &f &7 &% 6e 3a 20 TJogin:
00000064 1
ANAANRE  FF




IP + TCP/UDP Headers

« caputure file: icmp.cap
- Ervars: 0 Warmings: 0 Motes: 1 Chats: 0 Sewe
» wo liegt das Problem o Tove [om [ e
2 Mote Sequence IP "Time To Live" anly 0
[

Expert Info

il
Ethernet II, Src: 00:16:36:cC :5h (00: 6:ch:70:5b), Dst: 00:24:37:85:c8:00 C00:24:37:
Internet Protocol, Src: 192.168.2.101 (192.168.2.101), pst: 192.168.2.200 (152.148.2.200)
version: 4
Header length: 20 hytes
pifferentiated Services Field: 0x00 (DSCP Ox00: pefault; ECM: 0x00)
Total Length: 46
Identification: 0x0001 (1)
Flags: Ox04
Fragment offset: 0
Time to Tiwe: 0
Protocol: ICMP (Ox01)
Header checksum: 0xb450 [correct]

* Doch ....

ol

=

packetievel

protocol analysis and network troubleshooting

IP Header

» Filter= “ip.flags.rb == 17 <- evil Bit

Frame 1 (60 bytes on wire, &0 bytes captured)
Ethernet II, src: 00:16:36:chz70:5h (00:16:36:ch:70:50), Dst: Q0:24:37:85:c8:00 (00:24:37:85:C8:00)
Internet Protocol, src: 192.168.2.101 ¢1%2.168.2.101), Dst: 1%2.168.2.200 (152.168.2.200)
wversion: 4
Header Tength: 20 bytes
pifferentiated Serwices Field: 0x00 €DSCP Ox00: Default; ECH: 0x00)
Total Length: 48
Identification: oxoool (1)
= Flags: 0x04
1.. Reserved bit: set =
.0, pon't fragment: Mot Set
.0 = More fragments: mWot Set
Fragment offset: 0
Time to Tdwe: 255
Protocol: ICMP (0x01)
Header checksum: 0xh5af [correct]
source: 152.168.2.101 (192.168.2.101)
Destination: 192.168.2.200 (192.168.2.200)

@ ]

s |

packetlevel

protocol analysis and network troubleshooting

37



iIcmp multi replays

« Ein ICMP request -> mehrere Antworten
« Capture file: icmp_multi.cap

$ ping 192.168.33.178

168.323.178 (192.168.33.17 56 data hutes
192.168.33.178: i tt1=121 time=187

i tt1=121 time=187

tt1=121 time=189

tt1=121 time=125

ttl1=121 time=109

t£1=121 time=189

tt1=121 time=109

- ttl=121 time=109

r 2.168 e tt1=121 time=189

butes from .168.33.178: i ttl1=121 time=10%
——--192.168.33.178 PING Etatistic —=
5 packets t itted. 18 packe received. one.
round-trip (m: ninsavgsmax/med = 189-126-187-/109

H

body’s printing up packets?

packetievel
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iIcmp multi replays

* st das Normal ?
« Messfehler ?
]

* Doppelte IP’s

» Irgendeine Idee ?

Mo, | Tirme |Source | Destination | Prarocel |InFu
1 0.000000  155,.184,22,126 15%2.165.53,.178 ICMP Echo (ping) reguest
2 0. 568005 152.168,.33.178 195.18&6,.22.12%9 ICMP Echo Cping) r“ep'\y
3 0.625947  192.168,33.178 195.186.22.12%9  ICMP Echo (ping) reply
4 0,90l 710 165.186.22.120 192.168.33.178 ICMP Echio (p'ing) request
5 1.5656022 162.168.33.178 165.186.22.12% ICMP Echo (p-ing) rep'\y
g 1.616020 162.168.33.178 165.1846.22.12% ICMP Echo (ping) rep'\y

packetlevel
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iIcmp multi replays

» Aufldsung:

Ping auf eine VIP Adresse eines Microsoft
NLB Clusters

packetievel
protocol analysis and network troubleshooting

TCP Header / Flags

» Filter TCP Flags:

Urgent tcp.flags.urg
Acknowledgment tcp.flags.ack
Push tcp.flags.push
Reset tep.flags.reset
Syn tcp.flags.syn
Fin tcp.flags.fin
Cong. Windows Reduced tcp.flags.cwr
ECN-Echo tcp.flags.ecn

packetlevel
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Daten Export 1

 File -> Export -> Objects -> HTTP

Farke inH sl e Cudrl Ty R Fleeire
T wmmkrises “arbf-rs W0 bapTnn -
2 wanlelzce el BT
€5 wemboisce 1500 druchenzss

W T

16 weber spplcaticnyse

SlY extsmalE

173 wrnbels spleationg: 1449 legnto.i
[EERTT risgegF 2.6 heks_sire_ogo.f
230 webeises ediziE ndr 200z o5

FAE wareon i Tl w7 b EaAEETE gl
TR T T oy iz srandrdiuz.cee
409 cas hsise d= seplcaticnyevass pt H? ik 20 AT s

47 wamfelsz.ce sFplcatinpEvanT B #I55E J3er uFLE ho-tesszrtunde.rin.je

AL weFesm.es e poq g5z e v Aplapd -UasLbd="bi.fafs Feq

ErLa— Tl T bl il ST A ER 5

03 ek sppleaticnye-gev EE fper. b L

E38 vl GisT . nxepw 16311 oboman—_I0C Cdl3€a1=262117 Fo.org.

€35 wanal vies e gl 12105 39BHI6SE1ASD i

EbY cas hasa da rplcatec T34l T4E=E1eEeEctbory, aLef Mikls, Micdl:

S venfeisze rmelies 05 2200 jx0- G2 e d2nc0dzz inma

720 wanrelszce nagepeg 2106 APINS Jog-sfceSl leciESdszs Feg

S0 cas hise d2 =phcatisnes fovasz bt S div oper e hoise Eottor 4n: sannzris

TS el e n D] IR g e W-ANF | a0 3

>

Uee weeds [ s [ gwe
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Daten Export 1

» Select One and “Save AS”

4! Wires hark: Save Object As

Mame: googleTy_100-1b7e01 bbeadf75d7 prig
Save in folder: pic v

# Browse for other folders

Save

« Or“Save ALL"

packetlevel
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Daten Export 2

* pbestimme den Datenstream
Follow TCP Stream

ST

T = o]

CdEERERR

T

T

packetievel
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Daten Export 2

» Festlegung Datenrichtung

Falaw 12 S [SE[E) |

Content 1yae;
Canrect

Vary: Host

_ast-Modi foed: Tue, 23 Jur 3008 17:36:47 G
Swpiresi Man, 13 ul 2008 17:42:95 AT

hewt:

TR PR

458786 (kG- ) STUMWY 2
Hrsaanoon 0e000 00

fohi atumeeay

152166,

ASCI O IRCDIE O HexDuma 0 C Arrays & Rew

a1 JJEJ&\Q:IDE

ouelp

“her 0wt Ths Stresm 3 chie

« Save as “Raw’ File

packetlevel
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Daten Export 2

» Other Tools
- tcpxtract
- tcpflow

» foremost (foremost.sourceforge.neft)

foremost -v -1 example.raw

 Extrahiert die Daten aus dem RAW File

packetievel <=
protocol analysis and network troubleshooting ]

Daten Export 3

MebwarkMiner 0.91

Cle Took  Lep

» Network Miner (Windows Only)

EEE

ISU\:KEI Sera wirekss H3OPA Hztnok Acaple: - Packet Schaduler Miniport (192.0.2.2)
Peramarers FAN| keypwnrds | Clmarest | Aromaies |

PRt [T Prarmes (110 | Flee (87)] Imagss (33)] Massagss | Cradantas [0} Sesscme 1207 DHS )]

Sort Fosts On \ IF Addies (azcending) ;| Sant and Re'resh I

-0 1071215104
D E2Z104143 [ teponinz.on] (Linu]

40 7412543138 ‘. gocals crablics.com
-8 L7 TG

138138.100.222
5 192138.210 Liruwl

il

a

‘]

‘l

3

3

|

b

-0 THETT2 23T b ecronn e
£ 14 194712.241 4 lings premiurprorotions. ccm]
|

il

il

3

rl

rl

3

1 E247171.76 s Jalpurumeanilub] i)
24003
T 95.235.295.259

| /sunl 4 Stop

[ Cas=PFanel
lilzname | MDS
HE_201

droap | GefcERi.

T IR— |

RelocdCase Zics |

e Sifig Faffar | sage:

packetlevel <5
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Time / Delta Time

» Anzeige:

Date and Tirme of Dayr 19700101 01:02103, 123456 CiH+al+1
Time of Days 0102103123456 G a2
Seconds Since Epoch (1970-01-00):  1234567690.123456 Cirl+al+3
Seconds Since Beginning of Capture: 123123456 Carl A+
Seconds Since Previous Captured Packet: 1.123456 Crrl Al +5
Seconds Since Previous Displayed Packer: 1,123456 Crrl a5

Autornatic (File Format Precision]

Seconds: 0
Deciseconds:
Centiseconds ;
Milliseconds:
Microseconds ;

Manoseconds

0.1
0,12

0.123
0123456
0.123456789

packetievel
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* DNS Querys

i 00000
? TR
3 0,003308
4 0, 001837
5 0.0032:9
6 0,001324
7 0.003335
8 0. 000373
S 0, 003469

10 0. 002695
11 0. 003527
12 0.002298
13 0.003072

14 0.007045
PRVSE Y )

16 0,001/ 90
17 0005520
18 0. 001658
19 0, 005074
2 L0019
2 LO03579
2 L0237

23 0, 002937
24 0, 001863
25 0, 003196

T
10,
10,
10,
10.
10.
10.
10.
10.
10,
10,
10,
10,

L0 EB. 28,37 DHS query PTR 10:5.Z8.60,10.7n-addr. arpa
L0.EB. 5,110 Lu. bh, 28,9/ DHS query response PTR zhbapget-zinice. it
LU EB. 28,3/ 1U. 66, 5.100 DHS guery PTR LO4.Z8.60.10.70-addr. arpa
10.€6.5.110 10. 66, 28.97 LM guery response Pik zhbapgeT-2z1mLcs. 1T
L0.E6.28. 37 10,66, 5,110 Lk guery FIK LU3.26. 66, 10.1n-addr. arpa
10.€6.5.110 10. 66, 28.97 DHS Guery respurse PTR shbapyel—sineeb. il
10.€6.23. 37 10.66. 5.110 DNS Yuery FTR 103.28.66.10. Tn—addr. arpa
10.€6.5.110 14. 66. 258.97 DHS guery response PTR zhbapget—=TiuLcd. it
10.€6.28.327 10, 6%, 5,110 DHS GuEry PTR 103.26.9G0,10.n—addr. arpa
10.€6.5.110 10. 66, 258.97 DHS QUEry response PTR zhbapget—=iuLcd. it
10.66.23.97 10.66.5.110 DHS guery PTR 103.28.66.10.9n—addr. arpa

packetlevel
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GO
CuEry
Cuery
Cuery
Cuery
Cuery.
guery.
query
query
query
query
query
cuery

ardr
respanse PTR zhhapget —=dnicq it |
PTR 102.28.66,.10.9n-addr. arpa
response PTR zhbapget-zinLcs. it
PTR 102.28.66.10.9n-addr. arpa
response PTR zhbapget—=inLcs. it
PTR 102.25.66.10.9n-addr. arpa
response PTR zhbapget-=inLcs. it
PTR 102.28.66.10.in-addr. arpa
response PTR zhbapget-zinLcs. it
PTR 102.28.66,10,7n-addr. arpa
response PTR zhbapget-zinLch. it
PTR 102.2&.66.10.7n-addr. arpa
response PTR zhbapget—2inuch. it
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Time References

« CTRL-T
 Neuer Zeit Nullpunkt (“REF”)

1 *REF* 212.30.90.54 195.65.111.150 TCR 1589 = 23 [3YH] Seq=0 wil
2 0.000000 195.65.111.150 212.30.90.54 TCP 23 > 1589 [5YN, ACK] Sec:
3 2.930000 212.30.90.54 195.65.111.150 TCP 1389 » 23 [SYM] Seq=0 wil
4 2.930000 195.65.111.150 212.30.90.54 TCR 23 > 1589 [SYN, ACK] sSag
5 5. 270000 195.65.111.150 212.30.50.54 TCP 23 » 1589 [SYM, ACK] seq:
& 8. 940000 212.30.90.54 195.65.111.150 TCR 1589 = 23 [SYN] Seq=0 wil
7 8940000 165.65.111.150 212.30.00.54 TCR 23 » 1589 [5YM, ACK] Seq
& 9. 770000 195.65.111.150 212.30.50.54 TCR 23 » 1588 [5vN, ACK] seq
G 22.280000 195.65.111.150 212.30.90.54 TCR 23 > 1989 [sSYM, ACK] sSeq:
10 44, 980000 212.30.90, 34 195.65.111.150 TCP 1989 > 23 [SYM] Seq=0 wil
11 *REF* 195.65.111.150 212.30.5%0.54 TCP 23 > 19588 [5YM, ACK] Seq:
12 1. 810000 195.65.111.150 212.30.90.54 TCR 23 » 1589 [3YN, ACK] 3seq
13 47.950000 212.30.90. 54 135.65.111.150 TCR 1589 > 23 [SYM] Seq=0 wil
14 47.5950000 195.65.111.150 212.30.50.54 TP 23 > 1589 [SYM, ACK] Sedq:
15 50.330000 195.85.111.150 212.30.90.54 TCP 23 » 1589 [5YN, ACK] Sec:
16 144, 010000 212.30.30.54 1%5.65.111.150 TCR 1589 > 23 [SYN] Seq=0 wil

packetievel
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DNS

« DNS Auflosung Probleme

Seuree | Deztination I Prorsesl I Infa

192.16%.2.101 212.40.0.10 DNS standard guery AAAA www. LOLINTU. OFg

212.40.0.10 192.168.2.101 DNS standard guery response, Sserver failura

192.168.2. 100 195.186.1.111 DNS standard guery Afnh www. UBLRTU. OFg

195.186.1.111 192.168.2.101 DNS standard guery response CNAME agora3.upc. edu

152.168.2.100 212.40.0.10 DNS Standard guery A www. ubuntu.org

212.40.0.10 192.168.2.101 DNS standard guery response, server failure

192.168.2.101 195.186.1.111 DNS standard guery A www. Ubuntu. org

195.186.1.111 192.168.2.101 DNS standard guery response CNAME agora3.upc.edu A 147, 83.195.53
192.168.2.101 212.40.0.10 DNS standard gquery AfAA www. Ubuntu. upc. adu

212.40.0.10 192.168.2.101 DNS standard guery response

192.168.2.101 212.40.0.10 DNS standard query AfAA www. Ubuntu. upc. adu

212.40.0.10 192.168.2.101 DNS standard query response

192.168.2.101 212.40.0.10 DNS standard guery A www. ubuntu. upc. edu

212.40.0.10 192.168.2.101 DNS standard guery response A 147.83.195.55

192.16&.2.101 212.40.0.10 DNS standard query Asda www. google-analytics. com

192.168.2.101 212.40.0.10 DNS standard guery AsAA www. youtube, com

212.40.0.10 192.168.2.101 DS Standard query response CHAME www-google-analytics. 1. google. com

Probleme:
- AAAA
- Server failure

packetlevel
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DNS Hints

« Filt
ner
{dns.flags.response == 1) and (dns.flags.rcode > 0)
Frame 2 (74 hytes on wire, 74 bytes captured)
Ethernet II, sSrc: 00:24:37:85:c8:00 (00:24:37:85:c8:00), Dst: 00:16:36:<ch:70:5h (02:16:36:ch:70:5h)
Internet Protocol, Src: 212.40.0.10 (212.40.0.10), Dst: 192.168.2.101 (192.168.2.1321)
User Datagram Protocol, Src Port: 53 (53], Dst Port: 55624 (55624)

= Domain Mame System (responsel)
Request Tn: 1
[Time: 0.067583000 seconds]
Transaction ID: Oxdaed
= Flags: 0x8182 (standard query response, Serwver failure)
Tovr veen e e = Response: Message °s a response _
L0C0 0 = opcode: standard guery (00
.. Authoritative: server is not an authority for domain
Iruncated: message 1s not truncated
recursion desired: Do guery recursively
recursion awailable: server can do recursive gueries
Z: reserved (0)
e e Answer authenticated: answer/authority portion was not agthenticated by the server
............ 0010 = reply code: server failure (23
questions: 1
Answer RRs: O
Authcrity RRs: ©
Additional RRs: ©
= Queries
B www.ubuntu.org: type Akaa, class IM
kamer www honti.nrn

packetievel <=
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0. =

Grafiken

 Grafiken sind machmal besser als
Textlisten.

» Mittels Grafiken lassen sich grosse
Datenmengen besser Auswerten.

« Und nicht vergessen:
Manager lieben Bilder in den Reports.

packetlevel
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Grafik im Wireshark

* |0 Graphs

e

- Use Filters
- Use Colors /”‘\

packetievel
protocol analysis and network troubleshooting

Andere Tools

» Beispiel TCP.
Wer spricht mit wem.

* Filter

tshark -nn -r capturefile.dmp
-T fields -E separator="';'

-e¢ ip.src —-e ip.dst

—e tcp.dstport ' (tcp.flags.syn
== 1 and tcp.flags.ack == 0)'

packetlevel

protocol analysis and network troubleshooting

46



Wer mit wem....

« Qutput:

192.168.2.100;213.173.163.136;21
192.168.2.100;213.173.163.136;22
192.168.2.100;213.173.163.136;80
192.168.2.100;213.173.163.136;443
192.168.2.100;213.173.163.136;23

» Kombinationen von awk, sort, uniq, grep
ergeben schone Listen.

packetievel <=
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« Solche Formate lassen sich auch im Excel
venNeﬁen._
Nur so fur die Excel Freaks....

@182.168 1110172 16.1.2
w152 168 1111721612
50 oO182.168 1110172 16.1.2
o182.168.1.200172.16.1 2

- o W192.168.1.110172.16.12
1 = =2 2=
o T aEoE T T m192.168.1.110172.16.12
R el B I m192.168.1.110 172.16.1.2
PRtk e A
[ i i — —
oG B0 T e avis | —
g2 g2
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afterglow + Co

* WWW.SECVIZ.0rg
« DAVIX Live CD
« Sample afterglow -

packetievel
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SSL

* Wireshark muss mit GnuTLS und Gcerypt
kompiliert sein

* wireshark —v
with GhuTLS with Gerypt

* In Windows Version per Default

Cornpiled with STE+ 2,162, with SLE 2.20,2, with WinPcap [version unknown],
with libz 1.2.2, without POSIR capabilities, with libpere 7.0, with SMI 0,422,

with c-ares 16,0, with Lua 5.1, with GnuTLS 22,1, with Gerypt 1,44, with MIT
Kerbaros, with GeolP, with Portawdio W 13-dewel (built Mow 16 2009), with
AirPoap.

packetlevel
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« RSA Key unter Prefenences / Protocol /
SSL einfligen:

-l

eassemble S5L records spanning multiple TOP seqments: [

5L
STANAG 5066 Reasgaml ble 5L Application Data spanning multipla S5L wecords: [
aaaaaaa o
RSA keys st [7.0.0.1,443 hp,21\darstusisnakenilfsasnakenil2 key
551 debug files |
NCHROPHASOR

» Detailed Info unter
- wiki.wireshark.org/SSL

« Sample snakeoil2_070531.tgz

packetievel
protocol analysis and network troubleshooting

* Broadcast, das Geschrei im Netzwerk....

« Filter fiir Bsp. Eine Broadcast Adresse mit
.255
Filter : “ip[19] == FF”

* Die Informationsquelle flr
mitteilungsbedurftige Software...

packetlevel
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Broadcast

» NTP Pakete auf eine Broadcast Adresse

“What the F**K” ist das

Mo, |Time ISuurte IDeslinaliun IPrulucU\ IlnFu
1 0. 000000 192.168.67.245 172.17.255.255 NTF WTP broadecast
2 B3.997733 192.168.67.245 172.17.255.255 WTP NTP broadcast
3 127.5804801 162.16B.67.245 172.17.255.255 WTP MTP broadcast
4 150.592312 192.168.67.245 172.17.255.255 WTP WTP hroadcast

packetievel
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NTP Broadcast

» Ursache: NTP Implementation im Gerat
er bekommt nie eine Antwort. ®

M User Datagram Protocol, Src Port: 123 (1237, Dst Port: 123 (1230
B Wetwork Time Protocol

Bl Flags: o=xo0d

00.. .... = Leap Indicator: no warning (00

version number: MNTP version 1 (1)
Mode: broadcast (&)
Peer Clock Stratum: secondary reference (33
Peer Polling Interwal: & (64 secd
peer Clock Precision: ©.000001 sec
Rroot Delay: 0,0321 sec
root CDispersion: 0,2527 sec
reference Cclock ID: 192.168.57.257
reference Clock update Time: Jun 24, 2008 OF:23:37.983793 UTC
originate Time stamp: MWULL
peceiwe Time Stamp: MULL
Transmit Time sStamp: Jun 24, 2008 07:48:52.922515 UTC

packetlevel
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Broadcast

« CUPS...

Frame 27020: 279 bytes on wire (2232 hits), 279 bytes captured (2232 bhits)
Ethernet II, Src: 00:24:e8:01:87:53 (00:24:e8:001:87:53), Dst: ff:Ff:ff:ff:fF:FfF (FF:FF:FF:FF:FF:FF)
Internet Protocol, Src: 172.22.41.244 (172.22.41.244), Dst: 172.22.47.255 (172.22.47.255)
User Datagram Protocol, Src Port: 631 (631), Dst Port: 631 (631)
Source port: 631 (631D
pestination port: 631 (6310
Length: 245
® Checksum: 0x8aea [walidation disabled]
Common Unix Printing System (CUPS) Browsing Protocol
® Type: 0x0000booe
sState: idle (Ox03)
URI: ipp:s/244-41.22-172.bwns. ch: 631 printers /HP-Color-Laser Jet-5550
Location: "ZUr-Har3/5o0G/501"
Information: "HP Color Laserlet 5550"
mMake and model: "HP Color Laserlet 3350 pcl3, hpcups 3.9.8"

0l # # #H

o)

packetievel
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broadcast

. Windows Stuff (?)

P
Ethernet II, Src: 00:1le:4f:bS:ac:08 (00:le:4f:bo9:ac:09), Dst: TF:FF:fF:FF:FF:FF CFr:ff:ff:ff:ff:ff)
B Internet Protocol, Sre: 172.22.43.84 (172.22.43.94), Dst: 172.22.47.255 €172.22.47.255)
El User Datagram Protocol, Src Port: 138 (138), Dst Port: 138 (1381
Source port: 138 (138)
pestination port: 138 (138)
Length: 249
H Checksum: 0xelss [walidation disabled]
NetBIOS Datagram Serwice
SMB (Serwver Message Block Protocol)
sME mailslot Protocol
Bl Microsoft windows Browser Protocol
Command: Local mMaster Announcement (0x0f)
Update Count: 52
uUpdate Periocicity: 5 minutes
HOST Mame: IMSTALLER-DESKTO
05 Major wersion: 4
05 Minor wersion: @
Server Type: 0x00B43a03
Browser Protocol major wersion: 15
Browser Protocol mMinor version: 1
Signature: 0xaass
Host Comment: installer-desktop server (Samba, ubuntu)

« Other usefull Filter for Windows Stuff:
smb || nbns || dcerpc || nbss || dns

=)
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broadcast

* Dropbox

Dropbox

Hio, |Tima | source | Destination Protocol Jiofo
STy 77 ZT AT T T

T ZIIL 27T UOF oM CE pOr T L7 700 DEs T IMEt o por T L7700
rce port: 17500 natioh part: 17500

Frame 25480: 143 bytes on wire (1144 bits), 143 hytes captured (1144 hits)
Ethernet II, Src: 00:04:75:he:18:2d (00:04:75:be:18:2d), Dst: Ff:ff:ff:ff:ff:ff (ff:fr:ff:fF:fF:ff)
@ Internet protocol, src: 172.22.41.171 (172.22.41.171%, Dst: 172.22.47.255 (172.22.47.255)
£ User Datagram Protocol, Src Port: 17500 (175007, DSt Port: 17500 (175000
source port: 17500 (175000
pestination port: 17500 (175000
Length: 109
Chacksum: Oxc2d4e [validation disabled]
= pata (101 bytes)
Data: 7h2z6B6f73745769687422332031353439343330332C2022. ..
[Length: 1o1]

0co0 TF £f ©f Tf T 7T 00 04 75 be 18 2d 08 00 4% 00 ........ U..-..E.
0010 00 81 6b e0 00 00 40 11 5c hs ac 16 29 ab ac 16 P T - S N
0020 2f £f 44 5c 44 5c 00 6d <2 de 7h 22 68 67 73 74 AopnDham LN "host
0030 5T 69 6e 74 22 3a 20 31 395 34 39 34 33 30 33 2cC _int": 1 5494303,
0040 20 22 76 65 72 73 69 6f 6Ge 22 3a 20 Sh 31 2c 20 "wversio n': [1,
0050 38 5d 2c 20 22 64 69 73 70 6C 6L 7P 6e 61 6d 63 8], "dis phyname
0060 22 3a 20 22 Fa 22 2c 20 22 70 &f F2 F4 22 3a 20 - ‘port:
0070 31 37 35 30 30 2C 20 22 #6e 6l 6d 63 73 70 61 63 17300, " namespac
0080 65 73 22 3a 20 %h 38 37 30 37 31 38 37 5d 7d es": [87 07187]}

packetievel
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Multicast

» Filter 224.0.X.Y
ip[16] == EO and ip[17] == 00
ip.dst >= 224.0.0.0 and ip.dst <= 224.0.255.255
» Filter 224 X.Y.Z
ip[16] == EO
ip.dst >= 224.0.0.0 and ip.dst <= 224.255.255 255

» Allgemein Multicast
ip.dst >= 224.0.0.0

packetlevel
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Multicast

» Bsp. VRRP/ MDNS

17z2.22 224.0.0.251 MDNS standard query response SRy, cache flush 0 0 9
172.22 224.0.0.251 MODNS standard guery response srv, cache flush 0 0 ©
172.22 224.0.0.251 MDNS standard query response skv, cache flush 0 0 ©
172.22 224.0.0.251 MDRNS standard query response Spv, cache flush 0 0 ©
172.22 224,0.0,251 MDNS standard guery response sRv, <ache flush 0 0 9
172.22 224.0.0.251 MDNS standard guery respomse SRy, cache flush 0 0 ©
172.22 224,0.0,251 MDNS standard guery response sRv, <ache flush 0 0 9
172.22 224.0.0.251 MDNS standard gquery response spv, <ache flush 0 0 9
172.22 255.255.255.255 UDR source port: 173500 Destination port: 17500
172.22 224.0.0.18 VRRP Announcement (w2)

172.22 224.0.0.18 VRRP Announcement (w20

» SRV Querys to MDNS

Tugo. Tocal assa, cache flush fed0::219:heff:fel?: 4666 A4, cache flush 172.22.41.214

Standard quarjf SRV hackintox._sftp-ssh._tcp.local, "om" guestion

packetievel
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Not IP

» Da gibt es noch anderes als IP
- IPX

Spanning Tree

CDP

- ARP

IPv6 (jaja, es kommt)

« Filter “not ip”
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LUA

« Scripting in tshark
compiled “with lua”

trilobit@oiscobox:™F tshark —v

waithout POSTY cap TShark 1,2,2

= 5 Copyright 1992-2009 Gerald Combs <geraldBwireshark.org? and contributors.
,1_. Wlth IJ_].a 5 ' 1_. L Thiz iz free softuare: see the source for copying conditions, There is MO
. warranty; not even for MERCHANTABILLITY or FITMESS FOR A PARTICULAR PURPOSE.
T Kerberos, with Ge

Compiled with GLik 2,22.2. with libpcap 1,0,0. with libz 1,2,3,.3, with POSIH
capabilities (Linuw), with likbpevre 7.8, with GMI 0.4.8. with c—ares 1.6.0. with
Lua 5,1, with GruTlLS 2,8.3, with Gorget 1,4,4. with MIT Kerberos. with GeoIP,

Funning on Linux 2.6.31-1d-generic-pae. with Libpcap version 1.0.0. GruTLS
2.8.3, Gorgpt 1.4,4,

Built using geo 4,4,1,

packetievel
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LUA

fetciwireshark/init.lua
c:\Program Files\Wireshark\init.lua

== Lu=a is dissbhled by default, comment out the following line to ensble Lua support.
disable lua = true; do return end:
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LUA

+ Hello World
Sample File: hello.lua
—— LUA Hello World

print("hello world!")
» tshark —X lua_script:hello.lua

rootBerde:~/wiresharks tshark -X lua_script:hello.lua

hello world!

tshark: There are no interfaces on which a capture can be done

packetievel <=
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Sample 1 HTTP Query

do
hostname = Field.new("http.host™)
uri = Field.new("http .request.uri”)
local function init_listener{)
local tap = Listener.new{"frame", "tcp && http.request")
function tap.reset()
end
function tap.packet(pinfo,tvb,ip)
local strURI = "http:#" .. tostring(hostname{}} .. ":" .. pinfo.dst_port .. tostring{uri{}} .. "\n";
io.write(strURI};
end
function tap.draw()
end
end
init_listener(}
end

packetlevel <5
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Output Sample 1

root@erde:~/wireshark$ tshark -r b.cap -q -X lua_script:urlsnarf.lua

http /imww.heise.de:80/

http /fAwww. heise.de:80/robots. txt

http /fwww. heise.de:80/robots. txt

http /fwww. heise.de:80/Impressum-4862.html

http /fAwww. heise.de:80/newsticker/heise-atom.xml
http /Awww. heise.de:80/newsticker/heise. rdf

http /fAwww. heise.de:80/stil/standard2008.css

http /fwww. heise.de:80/stil/navi_top2008.css

http /fwww. heise.de:80/stiltho/standard2008.css
http /fAwww. heise.de:80/stil/drucken.css

http /fwww. heise.de:80/favicon.ico

http /fwww. heise.de:80/support/lib/jquery-1.4.1.min.js
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Sample 2 DNS Query

do
ip_addr_extractor = Field new("ip addr")
udp_port_extractor = Field. new("udp. port")
dns_query = Field new("dns.qry name")
local function init_listener()
local tap = Listener new('frame" "udp and (udp.dstport == 53)")
function tap.reset()
end
function tap.packet(pinfo tvi ip)
local dns_g
dns_q = dns_query()
print("dns query: " tostring{dns_q) }
end
function tap.draw)
end
end
init_listener()
end

packetlevel
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Sample 2 Output

* Viele Wege fliihren zum Ziel

trilabitBoizcobox ;™ Aviresharks tshark —nn — bocap udp,dstpart == B3 -T fields —e dns,qry,nane
un Jheise,ds

sho.heise.de

trilabitBeizcoboxe: ™ /viresharks tshark —mn — bcap —o —H lua_script sohssuery, lus

dns queryl wuw heiss.ds

dns query: sho.heiss.de

packetievel
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Zusammenfassung

» Die Tools sind nur so gut wie der User..
« RTFM

« Schniiffle in guten und in schlechten
Zeiten, denn nur so erkennst du den
Unterschied.
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L

oder war alles chinesisch ?

packetievel
protocol analysis and network troubleshooting

» Tracefile : port1.cap

» what's going on ? (was isch da los?)
» Suche Informationen.....

packetlevel
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Hands on hints

Mac Adressen

IP Adressen

Zeitablauf

Ports

TTL (Request / Answer)
andere Packete

packetievel
protocol analysis and network troubleshooting

» Infos
192.168.2.101 Linux
192.168.2.142 Mac OS X/ Apple Hardware

+» Offener Port : 3689

 TTL im Rquest unterschiedlich -> dh. vermutlich
crafted pakete

» gescannte Ports 1000 -> nmap default Wert

packetlevel
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» Ausgeflihrte Scans

nmap -sP 192.168.2.142
sleep 10
nmap -s5 182,168, 2.142
sleep 10
nmap -sT 192.168,2.142
cleap 10
nmap -s.4 192,168, 2.142
sleep 10
nmap -sw 192.168,2.142
sleep 10
nmap -smM 192,168, 2.142
sleep 10
nmap -sKW 19%2.168,2.142
sleep 10
nmap -sF 192.168.2.142
sleep 10
nmap -sx 192,168, 2.142

packetievel
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Usefull filters

 Findet die Hardware

arp
 Finde die unterschiedlichen Scans
ip.src == 192.168.2.101 and tcp.dstport == 8080

« Finde einen Port der antwortet
tep.flags.syn == 1 and tcp.flags.ack == 1

 Andere Packete

not arp and not top

+ Welche Ports wurden gescannt

tshark™n -r portl.cap - fields -e ip.src -
ip.dstport | fgrep 192.168.2.101 | sort -u

packetlevel
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WARNING
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lllegal stuff

 Fibre Tab’s

€ Micro-bend clamping device

Jacket
e €) optical photo
detector

Active fiber

optic cable Lost light <1%

O Laptop O

Optical-
electrical
converter
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lllegal stuff

* Required Hardware
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